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Welcome to Viewpoint
Administrator

Viewpoint Administrator provides a single point of access to functions previously available only
from a ‘green screen’ terminal or 5250 emulation session. Administrator should not be installed
for every Viewpoint user. Install only for those that will manage the following functions:

Set Defaults

Easily manage Sequel user defaults for individuals or groups. Create defaults for new users from
pre-built default templates.

Host Auditing

The Auditing module lets you keep track of the host and Viewpoint requests that are
run on your system. In short, Auditing provides a way to monitor your investment in
Sequel.

Database Security

Add another layer of security to your database. The Inclusion / Exclusion Dictionary
supplements system object authority to restrict access to database files and fields.

Advanced Database Security

Administrators can now add advanced levels of database security--in particular, row-
level secuity.

Manage Viewpoint Jobs

Obtain a list of current Viewpoint jobs. Review job logs and end jobs if nheeded.

Active Users

Generate a quick list of active Sequel users and job status.

Manage the Query Option File

Manage current options or add new options to the Query Option File.

Maintain Host Servers

Maintain the Host Servers file for connections to remote databases. Requires V5R2.
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Welcome to Viewpoint Administrator / Get the Latest Version of Viewpoint Administrator

SQL Join Data Base

Maintain the file that tracks join fields between iSeries data files for use with the
Viewpoint Autojoin feature.

Drill Down Options

Maintain the Drill Down Application option file containing instructions to run views,
programs, etc. from open view results.

Dynamic Drill Down List

Maintain the file containing available 'drill to' fields for use in Dynamic Regroup/Show
Detail views and Sequel Drill Down Applications.

SWI Function Authorization

Use this feature to lock or unlock access to specific Sequel Web Interface actions
and features.

Get the Latest Version of Viewpoint
Administrator

Viewpoint Administrator is installed with Viewpoint.

After the initial installation of Viewpoint, updates can be found on ‘Your Account’ page:
www.helpsystems.com/user.

Check your current version by selecting Help \About Viewpoint Administration from the
Object Display menu.

=,

7 ViewPoint Administration .

E ViewPaint Administration for \Windows operating
gysterns. Thiz verzion of Windows iz 2.5.01. 2600

WiewPaint Werzsion 10.17.306
Copyright [c] 2009 SEQUEL Saftware
[952] 933-0609

Wearning: This computer software iz protected by
copyright lavw and international teaties. Lnauthorized

reproduction, distribution, or use of this software may
result in civil and criminal penalties. System Info...
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Welcome to Viewpoint Administrator / Administrator Requirements

Administrator Requirements
IBM Power Systems (System i, iSeries, AS/400)

The operating system must be:

« IBMi (i5/0S, OS/400) 7.2 or higher

Viewpoint Client

Viewpoint is the Windows interface to Sequel and is used to create, access, run, and manage
your Viewpoint objects (queries, reports, scripts, dashboards and so on). Viewpoint requires the
following:

« A PC with at least 2GB of RAM, 250Mb of available disk space, a Pentium (or equivalent)
processor, graphics resolution of 800 x 600 or higher along with the following:

o 64-bit Windows 7/8/8.1 Professional or Windows Server 2012/2012 R2/2016 with:

o IBMi (System i, iSeries, Client) Access for Windows version V6R1 service pack
SI135607 (or higher), or V7R1 service pack S153809 (or higher) with the following
installed components:

m Client Access Express Required Programs.
m iSeries Navigator Base Support (an option under iSeries Navigator).

m Commands Component (an option under iSeries Navigator - for prompting
commands in the script designer).

m OLE DB Provider (an option under Data Access).

m To verify these components are installed, go to: Start\Programs\IBM iSeries
Access for Windows\Selective Setup. On the Selective Setup window, press
Next. On the Selective Setup Options window, select ‘Ignore, | am only going
to uninstall’ and press Next (you won’t uninstall, but will check if the
components are installed). On the Component Selection window, verify that
Required Programs is selected. Expand the iSeries Navigator node to verify
that the Basic Operations and Commands components are listed and selected.
Expand the Data Access node and verify that OLE DB Provider is listed and
selected.

m A System i defined in iSeries Navigator.

m This is sometimes an issue for people who don’t typically use Client Access as
their emulator. If you start iSeries Navigator, you should see your System i
under My Connections. To check, go to: Start\Programs\IBM iSeries Access
for Windows\iSeries Navigator\My Connections.

o Microsoft .NET 3.5 or higher.

NOTE:

If you use Windows 7 (64-bit) on the Viewpoint Client, install Viewpoint into the
Program Files folder ‘C:\Program Files (x86)\Sequel ViewPoint[Showcase
107]’. If you install into a different directory, make sure to use the SWI command,
SEQUELWI/SWIVPDFT, and set the Program File Directory (PGMFILEDIR) parameter
to the same path.

or
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o« Windows 10 with:

o IBM Access Client Solutions (ACS) Windows Application Package with the following
installed components:

m Required Programs.
m OLE DB Provider (an option under Data Access).

To verify these components are installed, go to: Windows Settings\Apps and
features OR Control Panel Programs and features. Find IBM i Access Client
Solutions - Application Package and click on Change or Modify. Be patient as
it can take the Install Shield wizard quite a while to open. Make sure the OLE
DB Provider does not have a red x indicating it is not selected.

m A System i defined in iSeries Navigator.

o Microsoft .NET 3.5 or higher.
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Administration Control Screen

The Administration Control screen is first seen when the product is started. It provides a single
point of access to the different functions that make up Viewpoint Administrator.

Choose a system from the drop down list, select one of the Administrator functions, and press
OK.

R icwPoint Admnetts [ o |

Eile Options Help

System: | GUIMEVERE -

() Host Auditing

(71 Database Security

(71 Advanced D atabaze Security
(7 Manage ViewPaint Jobs
() Active Users

(7 Query Options

() Maintain Host Servers

(7 50L Jain Data Baze

() Dl Dawin Options

() Dynarnic Drll Dowr List

1 5%/l Function Awthorization

The Set Defaults function is used to maintain
hostuser defaults. It also provides the

means for administrators to maodify the
defaults for multiple users.

Menu Options:
File\Exit - Exit and close the Administration Control screen.

Options\Preferences... - Open the Preferences dialog to change the progress AVI and Date
Range defaults.

Help\Topics - Open the on line help.

Help\About - Display Administrator version information.
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Administration Control Screen / Administrator Preferences

Options

System - Use the drop-down list to choose which system to work with. The initial system
displayed is a default setting in Viewpoint. Start Viewpoint and select

Options=>Viewpoint Options from the menu. On the General Tab you can set the
Default System.

Function Radio Buttons - Use the radio button to select which Administrator feature to access.

OK Button - After selecting a system and one of the Administrator functions, press the OK
button to start.

Exit Button - Press Exit to close the Administrator.

Help Button - Press Help to access the help system.

Administrator Preferences

On the Administration Control menu, select Options=>Preferences to access the two screens
below.

Progress AVI

Use the Browse Button to select a different AVI file.

File Help

Progress AYI T Audit Options T Other

The animation file iz uzed to show that the application iz
waiting far a process to complete, Yau may use wor
o avi file,

C:\Program Files [x36NSEQUEL YiewPo

Fresdewm

k. ] [ Cancel Apply

Options

Browse Button - Use the browse button to find and select a different AVI file.
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Administration Control Screen / Administrator Preferences

Audit Options

Three different Options can be set here. These options act as ‘governors’ for the queries that are
run for Audit Data, Audit Query, and Managing Audit Data. For each of these requests, a warning
is issued if any of the values below are exceeded.

File Help

Pogress vl | Audit Options: | Other

[ ate R ange Selection
YWiarn if zelection date range exceeds 30 days.

Deletion Date Range Selection

YWiarn if zelection date range exceeds 7 daysz.

Mumber of Fequests to download

[ Dawnlaad a masimum number of 100 requests.

k. ][ Cancel ] Apply

Options
Date Range Selection - Check the box to choose this option and specify the number of days.

Deletion Date Range Selection - Check the box to choose this option and specify the number of
days.

Number of Requests to Download - Check the box to choose this option and specify the number
of requests.

Other

Specify a default system for Administrator using the drop down list.
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Administration Control Screen / Administrators versus Users

File Help
Progress A4 T &udit Options T ‘Other
Default Systernm; [H544 v]
] ] [ Cancel Apply
Options

Default System - Select a system as the default from the drop down list.

Administrators versus Users

Access to certain functions and entire modules of Viewpoint Administrator is controlled by the
type of user accessing the module or function. There are only two classes of Sequel Users’ when
it comes to using Viewpoint Administrator: Administrators and Users.

Sequel Administrators:

A Sequel Administrator is a user on the system that has *CHANGE authority to the SQ#DFT
data area. This allows the Sequel Administrator access to all the functions in Viewpoint
Administrator.

At the system level, a user will have *CHANGE authority to the SQ#DFT data if:

o the user has *ALLOBJ authority in their user profile.

« the user is assigned a Group Profile that has *CHANGE authority to the SQ#DFT data
area.

e *PUBLIC has *CHANGE authority to the SQ#DFT data area.

Sequel Users:

A Sequel User is a user on the system that has *USE authority to the SQ#DFT data area. A
Sequel User can be limited further by defining them as Restricted or Unrestricted. This is set in
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Administration Control Screen / Administrators versus Users

the Other Defaults section - ‘Allow change to library defaults’.

When a user starts Viewpoint Administrator and connects to their iSeries system, Viewpoint

checks to see if they are a ‘Sequel Administrator’. If they are not, they will NOT have access to
the following:

o They will not be able to apply any product license keys.

« In the Audit Module, they cannot add or remove audit data. They will only be able to view
the audit data.

« In the Database Security module, they cannot work with the exclusion/inclusion
dictionary.

« In Set Defaults they will only have access to their own defaults. They will not be
presented with the Defaults Selection screen in order to maintain and create defaults for
other users. If they are ‘Restricted ’ they cannot change the value for their default view
and outfile creation libraries.
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Set Defaults

Defaults Overview

Interface defaults (used by the view, table, and report designers and the main Viewpoint Object
display) are created and maintained in this module of the Viewpoint Administrator.

A user specific data area containing preferred default values will be created for each Viewpoint
or Sequel user. The first time a user accesses Viewpoint, the SQ#DFT "global default" data area
(*DFT) will be used as the source for their default values. User data areas will be stored in the
same library as the SQ#DFT data area. They will be named with the name of the user’s profile.

SequelAdministrators have full access to this module. Defaults can be modified for all users,
default templates can be created and applied to any user, and administrative rights can be
granted to users.

SequelUsers will only be allowed to modify their own defaults.

Defaults Selection

The Defaults Selection screen is displayed after selecting ‘Set Sequel Defaults’ from the main
Administration Control screen. Only Sequel Administrators have access to this screen. Sequel
Users will be taken directly to the General Tab for their defaults.

The screen is divided into three sections to easily keep track of Templates, Administrators, and
Users.

For Sequel Administrators this display provides access to the following functions:

« Create (copy), modify, delete, or apply templates.

« Modify, copy, or apply the “global' default data area (*DFT).
o Modify other user's defaults.

o Grant and Revoke administrative rights.
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Set Defaults / Defaults Selection

"SEQUEL Defaults Selection = LX)

File Edit Help
Templates Administrators |Jzers
“DFT ANDREWLC BRAMDYL
BOBE. DAVES
BERAMDYL2 DEFUSER
DavEG JACKIED
DCoOk GTMHHTP
DEFP RICHG
KEM SKYBOTUSR
LaRRYT YIEWPOINT
LCO WHBCRED
MPERRIM
MATHAN
MAAMAKER
ROBERTH
SHOW.IDE
SOUIMLAN
STEVES
Templates are SEQUEL defaults not assigned to specific
users. They are only used as the basis for applying
defaults to multiple users. *0OFT is the global default

Options

Templates - Displays a list of default templates. The ‘Global’ default data area(*DFT) is always

listed

Administrators - This section displays a list of Sequel Administrators. They have full access to
the product. Administrative rights can be revoked by dragging a user from this column to
the ‘Users’ column. Users listed here with administrative authority due to *ALLOB)
authority, a Group Profile authorization, or *PUBLIC authorization, cannot be revoked

here.

Users - This section displays a list of Sequel Users. They are restricted from various parts of the
product (including this display). Administrative rights (and full access to the product) can
be granted by dragging a user from this column to the ‘Administrators’ column.

OK Button - Press OK to review or modify the selected template, user, or administrator.

Close Button - Press the Close button to exit the Defaults Selection screen.

Help Button - Press Help to access the on line help.
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Menu Options

File \ Close - Close the Defaults Selection dialog and return to the main Administration Control
screen.

File \ Refresh List - Refresh the list of users and administrators.
File \ Exit - Close the Defaults Selection dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.
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Set Defaults / Working with Templates

Working with Templates

There is always one default template in Sequel (Viewpoint) - the ‘global’ default data area (*DFT).
With Viewpoint Administrator, you can now create your own templates. These templates can be

easily created by copying the global default or any user default and saving it with a different
name.

For instance, you might make a copy of the global default, change some of the settings, and name
this FINANCE. Then, as new finance employees are hired you can copy the FINANCE template
to their user id. Their Sequel defaults are in effect a copy of the master FINANCE template.

Templates can also be modified, deleted, and template settings can be easily applied to one or
more existing users defaults.

To Create (copy) a Template:
1. Select the ‘global’ default data area(*DFT), an existing Template, or any existing User’s
Default.

2. Right click with your mouse and choose Copy... from the drop down menu.
The Copy Defaults screen displays:

wem Copy Defaults |

Create a new SEQUEL default bazed an [D: IS CROFT

Select Uzer ar enter new template name: IFlN.-’-‘-.N CE j

Cescription:  |Finance Dept Defaults Template

To allocate SEQUEL defaults to a User Profile that
does not et have defaults aszigned, select a user

hame fram the dropdown ligt. For a new template, Cancel
key a name and then the tab key, ko enter the

description. Help

i

3. Specify a name for the new Template and a description. Press the OK button when
finished.

The Templates column will have a new entry.

To Delete a Template:

1. Right click the desired Template.
2. Choose Delete from the drop down menu.
You will be asked to verify your request to delete.

To Change a Template’'s Description:

1. Right click the desired Template and choose Change Description from the drop down
menu.

The Edit Description for ..... screen displays:
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Set Defaults / Working with Templates

Edit Description for FINAMCE

X
Crescription

Cancel

2. Change the existing description and press the OK button.

To Modify or View the Settings of a Template:

1. Select a template and press the OK button, or double click the template.
The General Defaults tab for the Template displays.

2. Make any changes necessary in any of the default sections and press OK to exit.
The template will now have the new changes.

To apply a Templates settings to a user:

1. Select a template and press the OK button, or double click the template.
The General Defaults tab for the Template displays.

File Help

General T Print/Feport T g DesignT g HesultsT Host T Other

Select Date and Time settings

= [ ate format:

= Time format: Time separator:

[ate separator: | “JOB -

2. Check the Select Box to left of each setting you want to apply and press the Apply to
User(s) button.

A list of existing users displays:
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Set Defaults / Working with the Global Default Data Area (*DFT)

# Set User Defaults [_ (O] x|
Clearsll | Selectall | _|

[ ALICIAM | GUEST [ MIEEK [ |ROBP

[ JANDREWC [ |IRAC [ ] PATHIKS [ | SALESREP

[]asc [ KAREND [@sECOFR  []sCOTTS

[ ]BILLL [ KENE []osvsoPR [ | SEQUELTEST

[ | CHRISW T JKIRKH [ JATMHHTPT [ |SHERYLO

[ ] CHUCKB [ L&RRY [ JQTMHHTTE [ ]STACY

[ ] DAVES [ L&RRAYT [ ] QUSER [ ]STEVES

[ ] DavEw [ LIMITED [ JREGION1D [ |STEWESP

[ DONNAD ] LISaM [ JREGIONZO [ |SUED

] FLOYDD T LYNNP [JREGION30 [ |SUPPORT

[ |GEORGES [ |LYMMS [ |REGION4D [ |SUZETTEW

[ | GREGR [ M&RKP [ JREGIONSD [ |SwIPROF

|:I|I3FHZELY ] MIKEJ IDHDBEHTH [ TERESAG

4

3. Place a check next to each user you want to apply the settings to, and press the OK button.

Working with the Global Default Data Area
(*DFT)

A global default data area is shipped with Sequel. It is always listed in the Template column of
the Defaults Selection Screen as *DFT.

The first time a user on the system accesses Sequel from a ‘green screen’ or through Viewpoint,
a copy of the global default is saved with the name of their user id.

The global default data area can be modified, copied to a user that has never tried to access
Sequel, or copied as a new Template. Individual settings can be applied to one or more existing
users defaults.

The global default cannot be deleted.

To modify the global default:

1. Double click *DFT listed in the Template column.
The General Defaults tab for *DFT displays.

2. Make any changes necessary in any of the default sections and press OK to exit.
The template will now have the new changes.

To copy the global default to a new user:

1. Select the ‘global’ default data area (*DFT).
2. Right click with your mouse and choose Copy... from the drop down menu.
The Copy Defaults screen displays:
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Set Defaults / Working with the Global Default Data Area (*DFT)

mm Copy Defaults |

Create a new SEQUEL default based an [D: IS C#OFT

Select Lser ar enter new template name; | j
ADMIN -

Dezcrption:

E_DETECTOR

To allocate SEQUEL defaults ba a User Proff DAYED
doez not yet have defaultz aszzigned, select DAVEGT
name from the dropdown lizt, For a new temg DAVEGZ

key a name and then the tab key, to enter th DAVED
dezcription. DEVELOP -

L |

3. Enter a user id or choose one from the drop down list.
4. Enter adescription and press the OK button when finished.

To create a Template from the global default:

1. Select the ‘global’ default data area (*DFT).
2. Right click with your mouse and choose Copy... from the drop down menu.
The Copy Defaults screen displays:

um Copy Defaults |

Create a new SEQUEL default based an [D: IS C#OFT

Select Uzer ar enter new template name: IFIN.-“—‘-.N CE j

Cescription:  |Finance Dept Defaults Template

To allozate SEQUEL defaults to a Uszer Prafile that
doez not yet have defaultz aszigned, select a uzer

name from the dropdown lizt. For a new template, Cancel
key a name and then the tab key, o enter the

dezcriptiorn. Help

dd

3. Specify a name for the new Template (a name that is not a user id) and a description.
4. Press the OK button when finished.

The Templates column will have a new entry.

To apply some or all global default setting to an existing user:

1. Double click *DFT listed in the Template column.
The General Defaults tab for *DFT displays:
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Set Defaults / Working with Existing User Defaults

Ek SEQUEL Defaults for *DFT on H
‘ File Help

General T Print/Report T Wig DesignT Wig Hesults\[ Host T Other

Select Date and Time settings

= Drate format:

Date zeparator: | *JOB -

] Time format; =108 | Time zeparator. | *0B -

2. Check the Select Box to left of each setting you want to apply and press the Apply to
User(s) button.

A list of existing users displays:

# Set User Defaults M= E3
Clear sl | Select &l | J =

[ ALICIAM [ GUEST [ MIEEK [ |ROBP

[ JANDREWC [ |IRAC [ ] PATHIKS [ | SALESREP

[]asc [ KAREMND []asEcoFR [ |scOTTS

[]BILLL [ JKENE []@svsoPR [ |SEQUELTEST

[ ] CHRISW [ JKIRKH [ JATMHHTPT [ |SHERYLO

[ ] CHUCKE [ L&RRY [ JATMHHTTE [ ]STACY)

[ ] DAVES [ LARRYT ] QUSER []STEVES

[ ] DavEw [ LIMITED [ JREGION1D [ |STEWESP

[ ] DONNAD ] LISaM [ JREGIONZO [ |SUED

] FLOYDD T LYHNP [CREGION30 [ |SUPPORT

[ |GEORGES [ |LYMMS [ |REGION4D [ |SUZETTEW

[ | GREGR | M&RKP [ JREGIONSD [ |SwIPROF

|:I|I3FHZELY [ ] MIKEJ IDHDBEHTH [ | TERESAG

L]

3. Place a check next to each user you want to apply the settings to and press the OK button.

Working with Existing User Defaults

As a Sequel Administrator you have access to all user defaults. A user’s defaults can be easily
created by copying the global default, an existing template or any other existing user’s default
and saving it with a different name. User defaults can also be modified, deleted, and the settings
from one user can be easily applied to one or more existing user’s defaults. Lastly, one users
defaults can be used to create a Template.

To Create (copy) a User’s Defaults:

1. Select the ‘global’ default data area (*DFT), an existing Template, or any existing User’s
Default.

2. Right click with your mouse and choose Copy... from the drop down menu.
The Copy Defaults screen displays:
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Set Defaults / Working with Existing User Defaults

mm Copy Defaults |

Create a new SEQUEL default based an [D: IUSEFH

Select Lser ar enter new template name; | j
ADMIN -

Dezcrption:
B_DETECTOR

To allocate SEQUEL defaults ba a User Proff DAYED
doez not yet have defaultz aszzigned, select DAVEGT
name from the dropdown lizt, For a new temg DAVEGZ

key a name and then the tab key, to enter th DAVED
dezcription. DEVELOP -

L |

3. Enter a user id or choose one from the drop down list.
4. Enter adescription and press the OK button when finished.

To Delete a User’ Defaults:

1. Right click the desired user.
2. Choose Delete from the drop down menu.
You will be asked to verify your request to delete.

To Change a Users Defaults 's Description:

1. Right click the desired user and choose Change Description from the drop down menu.
The Edit Description for ..... displays:

Edit Descnphon for FINAMCE Ed |

Description

Cancel |

Finahce Department Template

2. Change the existing description and press the OK button.

To Modify or View the Settings for a users defaults:

1. Select a user and press the OK button, or double click the user name.
The General Defaults tab for the that user displays.

2. Make any changes necessary in any of the default sections and press OK to exit.
The user’s default will now have the new changes.

To apply one users defaults to another user:

1. Select a user and press the OK button, or double click the user name.
The General Defaults tab for that user displays.
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Set Defaults / Working with Existing User Defaults

File Help

General T Print/Report T Wig DesignT Wig Hesults\[ Host T Other

Select Date and Time settings

= Drate format:

] Time format; Time separator:

Date zeparator: | *JOB -

2. Check the Select Box to left of each setting you want to apply and press the Apply to
User(s) button.

A list of existing users displays:

# Set User Defaults M= E3
Clear sl | Select &l | =
[ ]aLICamM [ JGUEST [ MIKEE [JrOBP
[ JAMDREWC [ IRAC [ ] P&THIKS [ ] SALESREP
[ ]asc [ ] KAREND []GSECOFR [ |SCOTTS
[RILLL [TKEME [lasvysorR [1SEQUELTEST
[CJCHRISW [JKIREH [JOTMHHTP1 [ |SHERYLG
[ | CHUCKE ] L&RRY [JQTMHHTTP [ |STACY)
[DavES CIL&RRYT [ ausER [I5TEVES
[] DasvEw [JLIMITED [JREGIONIO []STEVESP
[ ] DONNAD ] LISaM [ JREGIONZO [ |SUED
[JFLOvDD CILYHNP [IREGIONZ0 [IsuPPORT
[ ]GEORGES [ ]LvNMS [ JREGION4D [ JSUZETTEW
[ | GREGR [ | M&RKP [ JREGIONSD [ |SwIPROF
[ ] GRIZELY [ ] MIKE [ |ROBERTH [ | TERESAG
1] | 0
] Cancel |

3. Place a check next to each user you want to apply the settings to and press the OK button.

To Create (copy) a Template from a users defaults:

1. Select a user and right click with your mouse. Choose Copy... from the drop down menu.
The Copy Defaults screen displays:

e Copy Defaults |

Create a new SEQUEL default bazed an [0 IUSEFH

Select Uszer ar enter new template name: ITEMF'L.'*'-TE'l j

Description:

To allocate SECILEL defaults to a Uzer Profile that
doez not yet have defaultz aszigned, select a uzer
name from the dropdown izt For a new template, Cancel
key a name and then the tab key, ko enter the
description. Help

il
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2. Specify a name for the new Template and a description and press the OK button.
The Templates column will have a new entry.

Granting and Revoking Administrative
Rights

As a Sequel Administrator, you have the ability to grant administrative rights to a user or revoke
administrative rights from an administrator.

NOTE:
Sequel Users do not have access to the following:

o They will not be able to apply any product license keys.

o In the Audit Module, they cannot add or remove audit data. They will only be able to
view the audit data.

o Inthe Sequel Field Level Security module, they cannot work with the
exclusion/inclusion dictionary.

o In Sequel Defaults they will only have access to their own defaults.

To grant administrative rights to a user, simply select the user and drag and drop them into the
Administrators column. These ‘new’ administrators will now have access to the areas of the
product they were previously restricted from as users.

SEQUEL Defaults Selection
File Edit Help
— Templates————— ~ Administrators—————— — Users
“DFT ALICIAM o ASC =
FIMAMCE AMDREWT GUEST
BILLL LIMITED
CHRISW Q5vS0PRA
CHUCKE = OTMHHTP
DAVES OTMHHTTP
DawEW < QUSER
DOKMNAD [éli REGION1D
FLOYDD REGIONZ20
GEORGES REGION30
GREGR
GRIZELY
IRALC
KAREMD
KEME.
KIRKH
LaRRY = USERZ

Toa grant administrative rights, select a User and either
click the < button or drag into the Administrator list.

Help

=l

ok |
Close_|
_tisk |

To revoke administrative rights from an administrator, select an administrator and drag them
into the Users Column.
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NOTE:

Not all administrators can have their rights revoked. If an administrator has administrative
authority due to *ALLOBJ authority, a Group Profile authorization, or *PUBLIC
authorization, they cannot be revoked here. The following error is issued:

Yiewpoint Adminiztrator ] |

AMDREWTC has adminiztrative nghts which
cannot be revoked here. This may be due
to aLLOE autharity, a Group Profile
authorization, or *PUEBLIC authorization.

Default Parameters

For a Sequel User, the Sequel Defaults for.... screendisplays after selecting Set Defaults from the
main Viewpoint Administrator screen.

A Sequel Administrator must first choose a user, template or global default from the Defaults
Selection screen.

L& SEQUEL Defaults Selection - B LX)

File Edit Help

Templates Administrators Idzerz

“OFT ANDREWT ERANDYL
BOBK DAYES
BRAMNDYL2 DEPUSER
DAWEG % JACKIED
DCO0K OTMHHTP1
DEP RICHG
KEM < SEYEOTUSR
LARRYT YIEWPOINT
LCOK wHBCRED
MPERRIM
MATHAN
MRAMAKER
ROBERTH
SHOWJDE
SOUINLAN
STEWES

Templates are SEQUEL detfaults not assigned to specific oK
users. They are only used as the basis for applying -

dlefaults to multiple users. *OFT is the global default

General Defaults

The defaults for a user, template, or the global default (*DFT) are divided into five sections. Click
on each tab to access that section.
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SEQUEL Defaults for *DFT on H (S|

File Help
General ] Print/Feport I Yiew Design I Yiew Fesults T Host T Other
Select Date and Time settings:
= [ ate format: Date separator: [*I0OB -
[ Time farmat: =J0B | Time separator. | %JOB -
Object settings
il Output queus; OB - in library -
0 Job queue: “JOBD - in library -
] Job description:  GBATCH - in lbrary  AGPL -
] Option file: OFTFILE - in library  SEQLEL -
Option Member: SEQLEL -
Apply to User(z] Apply
Options

Date and Time Values - Use the drop down list to specify the format and separator you want to

use for date and time values in the view and report.

Output Queue - Identify the preferred output queue for printing view and report results.
Indicate the queue name and library. Use the special value *JOB as the queue name and
leave the library blank to indicate the job’s standard output queue should be used.

Job Queue - Jobs submitted from Viewpoint will only use the job description and submit to the
job queue specified on the job description.

Job Description - This job description will be used when requests are submitted for batch
execution. The job description will govern the submitted job’s attributes (run and output
priority, etc.) in all cases where the Submit Job (SBMJOB) command’s parameter default
values specify *JOBD. Specify the name of a job description or use the special value
*USRPREF to indicate that the job description named in the submitted job’s user profile
should be used.

Option File and Member - This file will be used as the source for user options by the ‘Work
With’ commands. (in the green-screen version) In Viewpoint this option file is used for
drill-down type views. Specify the file, library, and member name of the preferred option

file.
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Select Boxes - Sequel Administrators can select any or all settings from a template, an existing
user default, or the global default data area, and apply them to other templates and users.
After checking the boxes for the values you wish to apply, press the Apply to User(s)
button. (described below)

Apply to User(s) - Press this button to apply any selected settings to other users or templates.
This button is used in conjunction with the Select Boxes. (described above)

OK Button - Press OK to save changes and close the defaults screen.

Cancel Button - Press the Cancel button to exit without saving changes.

Apply Button - Press Apply to make any changes and leave the defaults screen open.
Menu Options:

File \ Cancel - Close the Defaults and return to the Defaults Selection screen.

File \ Select All - Checks the ‘Select Box' for all parms for all tabs.

File \ Unselect All - Unchecks the ‘Select Box’ for all parms for all tabs.

File \ Exit - Close the Defaults dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.

Print/Report Defaults

These defaults control attributes of printed output. Specify the standard page size and attributes
by using appropriate length, width, print density, and overflow information.

SEQUEL Defaults for *DFT on H (e

File Help
General | PrinU'FIeporlI Wiew Design I Wiew Results I Huost T Other
Select
0 Page length: Page width: 132
D Overflow: =1
o Lines per inch: Characters per inch: il Do
0 Farmm bype: =70 -
] Print SOL summary page
] Hold on output queue [
0 Save after printing 0
0 Copies: 1
Fogi o Ut =
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Options

Print Length - Specify a length up 255 lines. This value is determined by the paper size,
orientation and lines per inch. The default values work in most cases.

Print Width - Specify a width between 1 and 378. This value is determined by the paper size,
orientation, and characters per inch.

Overflow - Specify an overflow value that is less than or equal to the page length.
Lines per Inch - Specify the number of print lines per inch.

Characters per Inch - Specify the number of characters to print per inch.

Forms Type - Specify the forms type to use. *STD is the default.

Print SQL Summary Page - Check this box to print a SQL summary page with printed view
results.

Hold on Output Queue - Check this box to the generated spool file in the Output Queue. The
spool file will have to be released manually.

Save After Printing - Check this box to save the generated spool file in the Output Queue after
it prints.

Copies - Indicate the number of copies to print.

Select Boxes - Sequel Administrators can select any or all settings from a template, an existing
user default, or the global default data area, and apply them to other templates and users.
After checking the boxes for the values you wish to apply, press the Apply to User(s)
button. (described below)

Apply to User(s) - Press this button to apply any selected settings to other users or templates.
This button is used in conjunction with the Select Boxes. (described above)

OK Button - Press OK to save changes and close the defaults screen.

Cancel Button - Press the Cancel button to exit without saving changes.

Apply Button - Press Apply to make any changes and leave the defaults screen open.
Menu Options:

File \ Cancel - Close the Defaults and return to the Defaults Selection screen.

File \ Select All - Checks the ‘Select Box’ for all parms for all tabs.

File \ Unselect All - Unchecks the ‘Select Box’ for all parms for all tabs.

File \ Exit - Close the Defaults dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.

View Design Defaults

These defaults are used when designing views in Viewpoint and with ‘Classic’ Sequel on the
green-screen.
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SEQUEL Defaults for *DFT on H ]
File Help
General T Frint/R eport ] View Designl Wiew Results ] Huost I Other
Select
| Object autharity checking: i
[ From-file prampt libram: *USHLIBL -
[ D efault view creation library: QATEMP -
0 Public Authority:
1 Murnber of unique keys: *WOMNE -
1 lgnore Decimal Errors ]
0 Join type:
il Jain order: AR -
0 Drefault template library *MONE -
Appl to Usger(z] Apply
Options

Object Authority Checking - Choose whether standard system object authority (*SYSTEM)
should be used to validate user requests, or whether Sequel's inclusion/exclusion
dictionary, described in the Database Security module, should be used to augment

standard object level authority. Choose one of three available levels of object authority:

*SYSTEM - Use standard system object authority to validate user requests. If you use
object level authority, the user will require *USE authority to the libraries, files, and
views that are accessed through the user interface or "Work With" display.

*SEQUEL - Use Sequel Security to supplement system object level authority. An Exclusion
(or Inclusion) Dictionary is used by the design interfaces to restrict user access to
libraries, files and fields. This option does not restrict complete run-time access for the

user.

*STRICT - Provides the same functionality as *SEQUEL plus an additional layer of security
to restrict design and run-time access based on the entries in the Sequel Security
Dictionary. See Enabling Sequel Security for more information.

*ADS - Choose this option to use Advanced Database Security (row level) features. This
option only works in conjunction with the Viewpoint Universal Driver. See the topic,

Advanced Database Security on page 79 for more information.

Limitation Note: *SEQUEL and *STRICT do not apply to users running on our Sequel Web
Server (SWS). SWS user security is provided instead through Sequel Advanced
Database Security (*ADS) which provides row level security in addition to the file and

field security available with *SEQUEL and *STRICT.
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From-file Prompt Library - Specify the default library to be used in displaying the initial list of
files or libraries when the FROM prompt is selected, or when using the ‘Add Files’
function in Viewpoint.

Default View Creation Library - Indicate the default target library to be used when views and
output files are created. A restricted user will not be able to change this value, or the
From-file Prompt Library above.

Public Authority - Specify the value you want Sequel to supply as the public authority (AUT)
parameter when views and reports are created. This authority will be given to the users
who have no specific authority to the view and without specific authority granted to their
user profile group. Use on of the following values:

*SAME: Indicates that the current attributes should apply to the new object. If the view or
report does not exit, the command default for the AUT parameter is used.

*LIBCRTAUT: Public authority is taken from the value specified on the Create Authority
(CRTAUT) parameter of the library into which the view or report is being created.

*USE: Allows other users to examine and run the view or report.
*ALL: Allows others to examine, run, and change the view or report.
*EXCLUDE: Prevents other users from accessing the view or report in any way.

Number of Unique Keys - If an ORDER BY clause is specified, UNIQUEKEY can be used to
retrieve only the first record in a series that matches a given ordering value. The
parameter is ignored unless the ORDER BY clause is specified. Refer to the description of
the ORDER BY clause in the Structure of Sequel Statements section for a complete
explanation of ORDER BY and UNIQUEKEY.

Use of UNIQUEKEY restricts the view to input operations. It is not updateable - the
UPDATE and DELETE commands cannot use a view with UNIQUEKEY specified. In
addition, the OPNSQLF command will not allow any open options except input (*INP).

*NONE: indicates that the uniqueness of the ordering paths not to be tested and used in
retrieving the records. All records included in the view will be presented.

*ALL: specifies that the entire ordering specification should be used in the uniqueness
test.

integer: only this number of fields (the leftmost being first) will be used in the uniqueness
test. The remaining ordering fields are used in determining which record from the
series with like values will be presented. The first record in each set will appear in
the view.

Ignore Decimal Errors - Specifies how decimal data errors will be treated if they are
encountered while the view is processed. A decimal data error occurs when a numeric
(zoned or packed) field contains non-numeric information. Each digit position in the field
must have a value from 0-9 and the sign portion of the field must have a range from A-F.
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*NO: decimal data errors will not be ignored. Processing may or may not continue
depending on the type of operation being performed.

*YES: decimal data errors will be ignored and processing will continue when possible. Each
invalid decimal digit will be replaced with a zero digit, an invalid sign will be coded as a
positive sign.

Join Type - Controls what happens when a multi-file (join) request is made, and no secondary
records can be found to match a given primary record. The value specified for the JTYPE
parameter will affect join clauses for which no specific join type is provided. That is, if the
query specifies join clauses as specifically INNER JOIN, PARTIAL OUTER JOIN, or ONLY
DEFAULT JOIN, the join type keyword will have no effect.

*INNER: extraneous primary records will be dropped from the view. Only records that
match all joining criteria will be returned to the user.

*PARTOUT: primary records are included and missing secondary records will be filled
with default values (usually blanks and zeros) when the joined record is created.

*ONLYDFT: only the primary records which do not have a matching secondary will be
included in the view. For example, if you needed to know all the parts which are not
currently on order you could construct a query joining the part master to the order
file. Requesting *ONLYDFT will show all records in the primary (part master) which
have no correspondent in the secondary (order file).

The JTYPE parameter cannot be used unless the JOIN BY clause is specified. You cannot
acquire either partial outer or only-default join results if the joining specification is placed
in the WHERE clause.

Join Order - Controls the order which is used in joining files together. It is ignored unless JTYPE
(*INNER) is specified. Sometimes the system will be able to improve performance of the
query if it is given the freedom to choose the order of the join. An inner join will produce
the same record set regardless of which file is used as primary, secondary, etc. but the
order of the records presented to the user may be different.

*ANY: indicates that the system has the freedom to choose the joining order.

*FILE: the first file specified in the FROM clause will be used as the primary file, and all
others as secondary files. This value is always assumed when the JTYPE parameter
indicates *PARTOUT or *ONLYDFT.

Default Template Library - Specify the library that contains view templates for the user. In
conjunction with this setting, you should set the user’s Assistance Level to *LIMITED (9).
This setting is compatible with views that don’t use *SEQUEL syntax (R11M11 and higher).
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Select Boxes - Sequel Administrators can select any or all settings from a template, an existing
user default, or the global default data area, and apply them to other templates and users.

After checking the boxes for the values you wish to apply, press the Apply to User(s)
button. (described below)

Apply to User(s) - Press this button to apply any selected settings to other users or templates.
This button is used in conjunction with the Select Boxes. (described above)

OK Button - Press OK to save changes and close the defaults screen.

Cancel Button - Press the Cancel button to exit without saving changes.

Apply Button - Press Apply to make any changes and leave the defaults screen open.
Menu Options:

File \ Cancel - Close the Defaults and return to the Defaults Selection screen.

File \ Select All - Checks the ‘Select Box' for all parms for all tabs.

File \ Unselect All - Unchecks the ‘Select Box’ for all parms for all tabs.

File \ Exit - Close the Defaults dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.

View Results Defaults

These defaults are used when creating files from a views results.

File Help
General I Print/FReport I Wiew Dezign I Yiew Resulls] Host T Other

Select
0 Default outfile library: QTEMP -
0 Replace or &dd records: ) Add @ Replace
0 Activate Query Auditing [l
0 Send E-Mail even if empty
0 Repository Libran: SEQUELREPO
0 Repository Replace Action: *ES -

Apply to Uses Apply
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Options

Default Outfile Library - Indicate the default target library to be used when output files are
created. A restricted user will not be able to change this value.

Replace or Add Records - Specify whether records produced by a view should normally replace
or add to records that already exist in the output file created.

Activate Query Auditing - This value controls whether the user’s requests will be audited.
Check the box to cause all requests to be audited. Refer to the Audit Module section for
more information on auditing.

Send E-mail Even if Empty - When sending view output via email, check this box to send the
email even if the view returns zero records.

Repository Library - This library stores user space Viewpoint objects (views, reports, scripts)
created by the C&DS migration process, by importing Showcase objects into Viewpoint, or
by saving Viewpoint objects to the Viewpoint Repository. The value defaults to
SEQUELREPO which is created during install. In most cases, objects in this library will be
referenced by a corresponding Viewpoint file (a shortcut with a .vpt* extension) in the
Viewpoint Repository (on the IFS).

If the Repository Replace Action default (below) is set to *VER, copied versions of objects
created during a save-and-replace operation are also stored in this library.

Repository Replace Action - Select whether to overwrite existing host objects with or without
making a copied version of the object for commands that use ‘implied versioning’ such as
DSNVIEW, DSNREPORT, DSNSCRIPT, and Viewpoint as well as commands that explicitly
specify REPLACE(*DFT) such as CRTVIEW, CRTSRIPT EXECUTE[VPT], and REPORT
[VPT].

*YES - Replace an existing object with a new object.

*VER - Replace the original object with a new version while creating a ‘versioned’ copy of
the original. Host object versions are stored in the library specified by the Repository
Library default (above), and tracked in the SEQUEL/SQVRSNUS file. Output objects
are stored in the /prod_lib_name/history/XXXX (where XXXX is the library specified by
the user’s Repository Library default) folder on the IFS, and tracked in the
SEQUEL/SQVRSNSTMEF file. Note: You must create the SEQUELREPO subfolder
under the /prod_lib_name/history folder to create output object versions.

Select Boxes - Sequel Administrators can select any or all settings from a template, an existing
user default, or the global default data area, and apply them to other templates and users.
After checking the boxes for the values you wish to apply, press the Apply to User(s)
button. (described below)

Apply to User(s) - Press this button to apply any selected settings to other users or templates.
This button is used in conjunction with the Select Boxes. (described above)

OK Button - Press OK to save changes and close the defaults screen.
Cancel Button - Press the Cancel button to exit without saving changes.

Apply Button - Press Apply to make any changes and leave the defaults screen open.
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Menu Options:

File \ Cancel - Close the Defaults and return to the Defaults Selection screen.
File \ Select All - Checks the ‘Select Box’ for all parms for all tabs.

File \ Unselect All - Unchecks the ‘Select Box’ for all parms for all tabs.

File \ Exit - Close the Defaults dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.

Host Defaults

These defaults are used in Viewpoint for connecting to remote databases and in Administrator
when defining remote database entries.

SEQUEL Defaults for *DFT on H |

File Help
General T Frint/Feport T “iew Design T Wiew Results T Host I Other
Select
] SEQUEL Host file: -
Library: -
Member: -
[ Default Database: [Locasvs ~|
0 Default Syntax: ["SEQUEL V]
] Query Tirne Dut: L] Faves *  [Seconds]
0 Library for Query Options file -
Ao o Ut by
Options

Sequel Host File (library, member) -Select the file name, library and member containing remote
database server entries.

Default Database - Use this Parameter to specify the default database. For queries running on
the local machine, this parameter allows selection of the faster SQL Query Engine (SQE)
which can offer dramatic performance improvement for longer running queries. Other
queries can be created to run against any other remote system that supports DDM, CLI or
JDBC access that we can connect to through the local machine.
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*SEQUEL - The SQL statement must use Sequel statement syntax and the resulting view is
intended to run on the local machine using the CQE processor. At runtime, the view
may be run using the SQE processor by specifying SERVER(*LOCAL/*LOCALSYS) as
long as automatic conversion can take place.

*LOCAL - The SQL statement contains *SEQUEL or native SQL/400 statement syntax and
the request will be processed (using SQL naming - lib.file) on the local machine. The
default schema (usually the library with the same name as the current user, if it exists)
will be used to resolve the library name of unqualified UDFs or files in the FROM
clause. If the statement is written using *SEQUEL syntax, the SYNTAX parameter must
specify *SEQUEL. If native syntax is provided, the SYNTAX parameter must specify
*SERVER. The resulting view will be run by the machine using the SQL Query Engine
(SQE).

*LOCALSYS - The SQL statement contains *SEQUEL or native SQL/400 statement syntax
and the request will be processed (using system naming or *SYS - lib/file) on the local
machine. The library list of the current job will be used to resolve the library name of
unqualified UDFs or files in the FROM clause. If the statement is written using
*SEQUEL syntax, the SYNTAX parameter must specify *SEQUEL. If native syntax is
provided, the SYNTAX parameter must specify *SERVER. The query will be run by the
machine using the SQL Query Engine (SQE).

server-name - The SQL statement will be processed on a remote database server. The
server-name must correspond to a valid server definition in the SequelHost file.The
SQL statement can be written in *SEQUEL or in the native statement syntax for the
specified database server. If written in *SEQUEL, the following SYNTAX parameter
must specify *SEQUEL.

Default Syntax - This parameter specifies the specific SQL syntax used in the SQL statement.
The SERVER and SYNTAX parameters work together to allow for designing views using
*SEQUEL syntax using elements such as JOIN, CVTDATE and named references to
derived fields while connecting to a remote database or local machine. For local queries,
this also allows using *SEQUEL syntax for ease of use while running the query against the
faster SQE.

*SAME - The syntax specified when the view was created will process the request. If an
SQL statement is specified, then this Parameter will be treated like SYNTAX
(*SERVER).

*SERVER - The SQL statement is written in the syntax of the database (Sequel, MySQL,

SQLServer, Oracle, etc.) specified on the SERVER Parameter. No conversion from
*SEQUEL to native SQL takes place.

*SEQUEL - The SQL statement is written and saved in *SEQUEL syntax. At runtime, if a
SERVER other than *SEQUEL is specified, the statement is automatically converted to
the standard SQL syntax of that database (MySQL, SQL Server, Oracle, etc.);
references to multi-member files, multi-format files and ambiguous field names
(unqualified field names that exist in more than one file in the FROM clause) cannot be
converted and will cause the execution of the view or SQL statement to fail. See our
SequelReference Guide appendix for a more complete list of *SEQUEL features that
will not automatically convert to native SQL.
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Query Timeout - This value applies to Viewpoint and Sequel Web Interface jobs, and s specifies
a limit for database queries allowed to be started based on the estimated number of
elapsed seconds that the query requires to process. If the estimated time limit is
exceeded, the query will not be run and a cancel message will be sent to the job.

blank - Blank indicates the QAQQINI Query timeout setting will be used.
*NOMAX - There is no maximum number of estimated elapsed seconds.
*SYSVAL - The query time limit is obtained from the system value QQRYTIMLMT.

Select Boxes - Sequel Administrators can select any or all settings from a template, an existing
user default, or the global default data area, and apply them to other templates and users.
After checking the boxes for the values you wish to apply, press the Apply to User(s)
button. (described below)

Apply to User(s) - Press this button to apply any selected settings to other users or templates.
This button is used in conjunction with the Select Boxes. (described above)

OK Button - Press OK to save changes and close the defaults screen.

Cancel Button - Press the Cancel button to exit without saving changes.

Apply Button - Press Apply to make any changes and leave the defaults screen open.
Menu Options:

File \ Cancel - Close the Defaults and return to the Defaults Selection screen.

File \ Select All - Checks the ‘Select Box’ for all parms for all tabs.

File \ Unselect All - Unchecks the ‘Select Box’ for all parms for all tabs.

File \ Exit - Close the Defaults dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.

Other Defaults

These are some miscellaneous defaults related to authority and host settings.
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SEQUEL Defaults for *DFT on H et v
File Help
General T PFrint/Repart ] Wiew Design ] Wiew Results ] Host I Other
Select Avthority
[El Sliow change to librany defaults
= Allow ViewPaint design mode
Host Settings
[ Mumber of records to process: ALl -
] Agsistance level ASRFRF -
1 Status Meszages
0 Allowe command line functions
] Retum ta Run Time Prompt =
Ay o s by
Options

Allow Change to Library Defaults - This setting controls whether a user can set their default for
view, file, and FROM-prompt libraries. Once this is set by Sequel Administrator, a Sequel
User is considered ‘restricted’.

Allow Viewpoint Design Mode - Check this box to allow a user to design views in Viewpoint.

Number of records to process - When creating an output file, indicate the limit of the number of
records that should be processed or specify *ALL to indicate that all records selected by
the view should be placed into the file.

Assistance Level - Choose the assistance level (the number corresponds to the level for the host
interface) for the Viewpoint view designer. Each controls the interface used, and provides
varying degrees of access to different design functions.

*LIMITED (9) - If the Default Template Library is set to *NONE, this assistance level
forces view creation and modification to use the View Builder. Access is denied to the
view designer’s SQL and Files & Fields tabs. The Actions tab is presented upon view

completion.

If the Default Template Library specifies a library, this assistance level forces the user
to use the New View Wizard and view templates to create new views.

*BASIC (1) - View creation and modification uses the View Builder. Access is allowed to
the view designer’s SQL and Files & Fields tabs. The Actions tab is presented upon

view completion.

*INTERMEDIATE (2) - View creation and modification uses the View Builder. Access is
allowed to the view designer’s SQL and Files & Fields tabs. The view designer Files &
Fields tab is presented upon view completion.

*ADVANCED (3) - View creation and modification uses the standard view designer. Access
is allowed to the view designer’s SQL and Files & Fields tabs. The view designer Files
& Fields tab is presented upon view completion.
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This chart summarizes the assistance level options:

Assistance Level Full Designer | View Builder | Template Wizard
*LIMITED (9) without X1
Template Library
*LIMITED (9) with X1
Template Library
*BASIC (1) XL 2
*INTERMEDIATE (2) X2 3
*ADVANCED (3) X

1 - Display Actions tab on Finish.
2 - Access to SQL and Files & Fields tabs.
3 - *SEQUEL, *LOCAL, *LOCALSYS available in Data Sources tab.

Status Messages - Check this box to show status messages in the green-screen design interface.

Allow Command Line Functions - Check this box to display a command line in the ‘Work
Sequel’ display.

Return to Run Time Prompt - Check this box to force run-time prompted views to return to the
prompt display. (repeatable run)

Library for Query Option File - Specify the library that contains the copy of the QAQQINI file
to use.

Select Boxes - Sequel Administrators can select any or all settings from a template, an existing
user default, or the global default data area, and apply them to other templates and users.
After checking the boxes for the values you wish to apply, press the Apply to User(s)
button. (described below)

Apply to User(s) - Press this button to apply any selected settings to other users or templates.
This button is used in conjunction with the Select Boxes. (described above)

OK Button - Press OK to save changes and close the defaults screen.

Cancel Button - Press the Cancel button to exit without saving changes.

Apply Button - Press Apply to make any changes and leave the defaults screen open.
Menu Options:

File \ Cancel - Close the Defaults and return to the Defaults Selection screen.

File \ Select All - Checks the ‘Select Box’ for all parms for all tabs.

File \ Unselect All - Unchecks the ‘Select Box’ for all parms for all tabs.

File \ Exit - Close the Defaults dialog and exit the Administration Control screen.
Help \ Topics - Open the on line help.

Help \ About - Display Administrator version information.
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Auditing Overview

The Host Auditing module lets you keep track of the Viewpoint requests that are run on your
system. Once the auditing module is installed and enabled, it will record information about each
Viewpoint view or SQL statement that accesses records in your database. By keeping track of
each request, you can find out:

« Who is using Viewpoint the most (or least)

o When are the peak use times

« How much impact Viewpoint use is having on your system

o What access paths are being created on which files:

o How much time is it taking to create access pathsi

o Which files are used most (or least) by Sequel users1

o What data modification (UPDATE, DELETE, INSERT) is done

In short, the auditing features give you a way to monitor your investment in Sequel. The
inquiries and reports help you get the most out of Sequel by showing you where it is being used
heavily and how it affects your system’s resources. Using the auditor’s inquiry and analysis tools,
you can effectively manage your query environment.

Although the auditing module contains several inquiries and reports, you may want to create
your own Viewpoint views and reports (or HLL programs) to present the audit data exactly as
you want to see it.

The auditing system collects these details for each request:

« Start and end date/time (timestamp) for the function
o Total CPU time required

o Number of I/O operations performed

o User profile, job and job number

o SQL statement, view, and report name used

« Execution parameters (optimization, join type, etc.)1
« Physical and logical files involved in the requestl

o Access path usage (keys used, build time, file sharing)1
« Sequel command run by the request
o Optimization and implementation messages:

Accurate information is kept for each request. Execution information is retrieved from the job
before and after the request executes. CPU and elapsed times do not include any time
necessary to start or end the debug environment. They do include the resources necessary to
process the display, printer and/or database files associated with the request.

Times and values for Open Sequel File (OPNSQLF) requests reflect only the steps necessary to
open the data path. Because Sequel’s programs return control when the query data path is
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opened, statistics about the processing of the data cannot be included. The actual CPU time and
number of 1/0 operations should be significantly higher than shown in the auditing record.

Once the information has been collected and placed into the audit database, you can use
Sequel’s inquiries and reports (or your own) to review it.

1 This information is not collected for remote database views (SQLVIEWM), including views designed to run as *LOCALSYS.

How the Auditing Process Works

There are three phases to the auditing process: collection, distribution and analysis.

Data Collection

All audit information is sent to an OS/400 journal and collected in a receiver. The journal and
its receiver are automatically created when the auditing module is installed. Entries are sent
into the journal by the kernel and report writing functions that use Sequel views and SQL
statements to access your data. Once auditing is enabled, information about each request is sent
to the journal each time a Sequel data access command (DISPLAY, EXECUTE, REPORT, INSERT,
etc.) processes a view or SQL statement.

The "switch" that controls the auditing process is kept in each user’s default data area. This
means that you can collect auditing data for some users and not for others. The auditing module
‘Set Audit Defaults’ lets you review and change the settings for each user. A user’s audit switch
setting can also be viewed (and changed) using the Set Defaults module of Viewpoint
Administrator.

Each time an audited user makes a Sequel data request, the following steps occur:

« The user’s job is placed into debug mode. This causes detailed messages about query
implementation and optimization to be recorded in the job log.

o The beginning timestamp is noted.
o The query request is completed.
o The ending timestamp is noted.

« Journal entries are created for each optimizer and implementation message generated
during the query. A summary entry containing the starting and ending timestamp, SQL
statement and view/report used, etc. is also created.

« If the job was not already in debug mode when the request began, debug mode is ended.

The auditing process adds a small amount of overhead to the queries of audited users. In most
cases, the total time required to start and end the debug mode, receive messages and create the
journal entries should be about 2 seconds per request.

Data Distribution

The journal receiver will collect several entries for every Sequel request performed by audited
users. You must periodically run the Analyze Audit Data (ANZAUDDTA) command to recover
the information in the journal receiver and distribute it to the files in the audit database. The
Manage Audit Data option, runs the ANZAUDDTA command after selecting whether to add or
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remove data. The command should be run regularly, perhaps daily, and can be scheduled through
an automatic job scheduling system.

When the ANZAUDDTA command is run it creates a new, "empty" receiver and attaches it to
the journal. It copies the entries from the old receiver into a holding file (CPIALL) and then
distributes them to the various auditing files (CPIxxxx). Each audit file holds data for one
particular type of message generated by the query optimizer. The QRYSUM file holds summary
data that records total query time, number of records accessed, SQL statement, etc. for each
audited request. When the distribution step completes successfully, the data in the holding file is
cleared.

The ANZAUDDTA command runs under commitment control. All changes to the audit files are
committed when the distribution step completes. If the job is ended before it completes, it can
be restarted without losing or duplicating any audit information simply by resubmitting the
ANZAUDDTA command.

Data Analysis

Once the information has been distributed to the audit database, the inquiry and reporting
programs can be run. Several levels of summary information are available. Complete detail
information can be acquired for every query that has been audited. The auditing reports and
inquiries are described in the following sections:

Auditing Functions

The Sequel Auditing screen is displayed after choosing a system and selecting the Sequel Audit
function from the main Viewpoint Administration screen.

SEQUEL Auditing ]|

Fil=  Help

)
o
T
-
=

=
=
il
o

f=i)

Show Audit Data
Show Avdit Query
Show Audit Graphs

8 e e B

M anage Audit D ata

ok | Clese | Heb |

This screen provides access to the following Auditing functions:

Set Audit Defaults

This option allows Sequel Administrators to view and set the audit switch for Sequel users.
Auditing can also be set through the Viewpoint Administrator Set Defaults module in the View
Results section.
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Show Audit Data

This option lets you view the information collected in the Audit Database. The data can be
displayed by user, object, job name and access path.

Show Audit Query

This option provides an easy way to tailor a more specific request for viewing the information
collected in the Audit Database. A dialog will prompt for selection criteria.

Show Audit Graphs

This function summarizes the information Audit Database in the form of charts. The data can be
graphed by day, week, month and year.

Manage Audit Data

Sequel Administrators will use this function to add or delete data in the Audit Database. *USE
authority to the ANZAUDDTA command is required in order to use this function.

Set Audit Defaults

The Set Audit Default option gives you an easy way to view and modify the audit switch for
Sequel users. Check the box next to a user to set their default to Activate Query Auditing.

You can also access the View Results Defaults to change a user’s audit value, but you wiill
probably prefer to use the display below.

& Set User Auditing

File Help

[]aLIClaM [w] GUEST [ MIKEE, [w] ROEF

[w] AMNDREWT IRAC PATHIKS SALESREF
[w] 850 [v] KAREMD [ ]oSECOFR [ |5COTTS
[w] BILLL [T KEME [w] O5vSOPR [w] SEQUELTEST
[v] CHRISW [v] KIRKH [¥|QTMHHTPT [ | SHERYLO
[ ] CHUCKE [ ] L&RRY [ OTMHHTTP  [w] STACY
[]DavES [ LARRYT [w] QUSER [w] STEVES
[w] DaME W [w] LIMITED [w] REGIOM1D [w] STEWESP

[ ] DOMMAD [v] LIS &R [¥/REGIONZO  [v]SUED

[ FLOYDD [ LYNMP [v] REGIOM30 [w] SUPPORT
[ | GEORGES []LoYMms [w] REGIOM40 [ JSUZETTEW
[v| GREGR [ MaRKP [¥|REGIONSD  [v] SwIPROF
[ GRIZELY [w] MIKE [v] ROBERTH [ TERESAG
1] |

Apply |
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Options

User Check Box - This change takes place instantly. Leave the box empty for standard system
object authority (*SYSTEM). Check the box next to a user to set their default for Object
Authority Checking to *SEQUEL—the user’s name will change to blue. Check the box a
second time to set their default to *STRICT—the user’s name will change to red. Check the
box a third time to cycle back to *SYSTEM.

Summary List Button il - Press the summary button to list users without any descriptive text.

Detail List Button =

- Press the detail button to display the descriptive text for each user.

Apply Button - Press the Apply button to make changes to multiple users. Use Ctrl-click to
select (or de-select) multiple users, or use Shift-click to select a range of users.

Close Button - Close the user list and return to the main Audit screen.
Menu Options:

File \ Close - Close the user list and return to the main Audit screen.

File \ Exit - Close the user list and completely exit Viewpoint Administrator.
Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

Show Audit Data

This option will display the data collected in the Audit Database. You can view both summary
and detail information for Sequel requests by user, object, job name and access path. Use the
radio buttons to select the type of data to review.

The sample screen below shows audit data by user. Each audited user is listed with summary
values for their Sequel activity. Select a user and press the OK button, or double click a user to
access the detail information collected for this user.

@i Audit Data Selection M=l E
File Wiew Help
— Optionz
User ¢ | Fieq. | CFU | o] =
& User ALICIAM 293 796 39827
. AMDREWTC 104 227 8513
7 Dbiect ASC 2 07 366
= JobMame BILLL 184 9.6 30435
CHRIS"w h48 405.7 53052
' Access Path CHUCKE 1268 4029 118535
DavEG 3691 IFA E40848
D&vVES 9 3358 40470
DAVEW 17 20755 281227
DOMMNAD 21 a0.4 25629 =l
Clase |
Lizt of each uzer reprezented in the Audit D atabaze. o
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Options

Options - Indicates which type of data is currently displayed. Select a different type to change
the information displayed.

Data Columns:
User - List of users that have audited requests in the database.
Req. - Number of audited requests for each user.
CPU - Total CPU seconds for each user.
I/O - Total I/0O count for each user.

OK Button - Select a user in the list and press the OK button to see detailed information
collected for this user.

Close Button - Close the list and return to the main Audit screen.

Menu Options:

File \ Close - Close the list and return to the main Audit screen.

File \ Exit - Close the list and completely exit Viewpoint Administrator.
View \ User..., Object..., Job..., Access Path - Change the type of data to list.
Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

Audit Data by Object

The sample screen below shows audit data by object. These objects are files, view and reports
that have been used by audited requests. Select an object and press the OK button, or double
click an object to access the detail information collected for this object.

Audit Data Selection =
File “iew Help
— Optiong
Ohject | Library | Type ¢ | i’
€ User “QUERYO014 N LF
o “QUERNDOTT M LF
*QUERYD01E N LF
= Job Name *QUERYD021 N LF
CHTCMAML ADMIMADD LF
" Access Path IMYHIST. ADMINADOD LF
INVOICL3 ADMINADD LF
LEADLF ADMIMADD LF
LEADLF2 ADMINAD0D LF
LEADLF? ADMINADOD LF =
oK Close |
List af files, views and reports that have been used by audited requests, S
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Options

Options - Indicates which type of data is currently displayed. Select a different type to change
the information displayed.

Data Columns:
Object - List of files, views and reports that have been used by audited requests.
Library - Library where the object is located.
Type - Object type( LF, PF, View, Report).

OK Button - Select an object in the list and press the OK button to see detailed information
collected for this object.

Close Button - Close the list and return to the main Audit screen.

Audit Data by Job Name

The sample screen below shows audit data by job name. Select a job and press the OK button, or
double click an object to access the detail information collected for this job.

Audit Data Selection H=] E3
File  Yiew Help
— Options
JobMame /| User | Reg. | cPu | 7o 2
O User & LARRYT 1 02 103
r & STEVES 1 03 119
: & STEVESP 2 07 514
(O] &_RPT STEVES 1 0E 355
; L. DAVEG 7 21 1149
' AccessPath | | spsypT STEVES 2 06 293
ABC DAVEG 1 01 62
ABCR DAVEG 4 27 1233
ABCWIEWA DAVEG 2 01 43
ABCVIEWTR DAVEG 3 01 N
Ok Lloze |
|List of jobs that have been cataloged by auditing, and the associated user profiles. i

Options

Options - Indicates which type of data is currently displayed. Select a different type to change
the information displayed.

Data Columns:
Job Name - List of Jobs cataloged by auditing.
User - List of the job’s associated user.
Req. - Number of audited requests for each job/user.
CPU - Total CPU seconds for each job/user.
[/O - Total I/O count for each job/user.

OK Button - Select a job in the list and press the OK button to see any detailed information
collected.

Close Button - Close the list and return to the main Audit screen.

Viewpoint Administrator User Guide www.helpsystems.com page: 47



Host Auditing / Show Audit Query

Audit Data by Access Path

The sample screen below shows audit data by access pathl. These objects are files, and their
associated access paths, that have been used by audited requests. Select an item and press the
OK button, or double click an object to access the detail information collected for this object.

Click on the sample screen below to review the different parameters and buttons.

Audit Data Selection Hi=1
File  Wiew Help
Options
Library £ | File: | Member | Counll Timel Acocess Path :‘I
O User N N N 3642 BEB4T MAP
© Dbject ABSTRACT FILEFLD FILEFLD 4 0:07.0 WHFILE [DESC], ‘WHNAM
= ADMINADD APPUSE APPLUSE 1 o002 MAR
" Job Name ADMINA00 APPUSE APPIUSE 11 0047 CUSND
ADMINADD APUPGFACT  APLIPGRACT 74 0039 ACCT
| Access Path ADMIN4OD ASCFIX ASCFIX 12 0025 "MAP, MAP
ADMINADD ASCPROD ASCPROD 1 0001 PEGTYP
ADMIN4OD ASCROS ASCROS 742 4321 "MAP
ADMINADD ASCROS ASCROS 238 0455 SLSMAM, COMPAN, CU¢,
e e Pl P T s _.'_I
oK Cloze
|List of files that have been cataloged by auditing, and the associated access paths. v
Options

Options - Indicates which type of data is currently displayed. Select a different type to change

the information displayed.

Data Columns:

Library - Library where the file is located.

File - Name of files used in audited requests.

Member - Member associated with the file.

Count - Number of times the access path was used in an audited request.
Time - Total time to create access path.

Access Path - List of the fields used to create the access pass. *"MAP indicates that a
derived field was used for the access path.

OK Button - Select afile in the list and press the OK button to see any detailed information

collected.

Close Button - Close the list and return to the main Audit screen.

Show Audit Query

Choosing Show Audit Query from the main Auditing screen will display the Audit Query
Selection window below. This option lets you work with your choice of audit information. It lets
you tailor a query to provide the data that will display in the Work with Audit Data display.

The screen below passes your selection criteria to a prompted Sequel view (AUDITQRY). The
variables are combined with common selection requests in the view's WHERE clause. By
entering values for some of the variables and omitting others you will usually be able to choose
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the audit requests you want to see. After entering selection criteria, press the Run Query button

to work with the summarized and detailed data.

Specify as many values as necessary to choose the data you want to see. The list of criteria will

be "AND’ed" together to select the audit data.

Audit Query Selection |

File  Help

|1ze the criteria below to provide the zelection data that appears in the
audit inguing.

—Date and Time
Start Date b /224 - Stark Time | 1:56:13 Phd ﬁ

i

End Date 6/20/02 = End Time | 5:31:40 P j

—Job Information

J1i5

zer 1d
Job Mame Job Murnber I—
—SEQUEL Objects
Wiew Mame I— Wiew Libram I—
Repart Mame I— Repart Libran I—

—auilliary 140 Count

[f bath walues are the same,

Between I and I the critenia iz not used.

—CPU Time [Secondsz]

[f bath walues are the same,

Between I and I the criteria iz not uzed.
—SORT
Order By IHESTSF’ *I Sequence IDESE *I
Fun Gluery | Cancel |
Options

Start Date and Start Time - Specify the starting date and or time for the search. Use the drop
down calendar to quickly choose a date. A warning will be issued if the number of days
selected exceeds the value set in Administrator Preferences, Audit Options section.

End Date and End Time - Specify the ending date and or time for the search. Use the drop down

calendar to quickly choose a date.

User Id, Job Name, Job Number - Specify values for the requests to be included. Only requests
that were run by the user and/or job you specify will be allowed to appear in the inquiry.
Some of these may be omitted by other values specified on the prompt.

Requests are tested for equality against the values you enter. If you choose to enter a user
profile name, job name, and/or job number, you must enter them exactly as they will be

found in the audit records.
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View Name, Report Name -Specify the name of the view and/or report to be included. Only
requests that were run using the objects you specify will be allowed to appear in the
inquiry. Some of these may be omitted by other values specified on the prompt.

View Library, Report Library - The object name and library name fields are independent. You
do not need to specify both. You can choose to specify a library name and omit the
corresponding object name if you want to select all views (or reports) that were run from
a particular library.

Aux 1/0 Count - Specify a range of values to be included. Only requests having a total 1/0 count
in the range you specify will be allowed to appear in the inquiry. Some of these may be
omitted by other values specified on the prompt.

CPU Time(Seconds) - Specify a range of values to be included. Only requests having a total CPU
time (seconds) in the range you specify will be allowed to appear in the inquiry. Some of
these may be omitted by other values specified on the prompt.

Order By - Choose one of the following fields from the drop down list to sort the data:
HESTSP Starting timestamp
HECPU Total CPU time
HEIO Number of auxiliary 1/O operations
HECMD Sequel command used
HEJOB Job name
HEUSER User profile
HENBR Job number
HERPLB Report library
HERPNM Report name
HEVWLB View library
HEVWNM View name
Sequence - Choose to sort the output ascending or descending.

Run Query Button - Press the Run Query button to retrieve audit data based on the above
selection criteria.

Cancel Button - Press the Cancel button to exit the Audit Query Selection screen.
Menu Options:

File \ Close - Close the user list and return to the main Audit screen.

File \ Exit - Close the user list and completely exit Viewpoint Administrator.

Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.
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Show Audit Graphs

This option presents audit data in graph form. You can control the graph type, duration and date
values. You can easily move forward and backward through the data based on the duration. The
graph can be printed or saved as a picture.

%= Audit Graph [ O] =]

File “iew Help

— Graph Selection

Duration ["wEEK =] ForDate ['DATE =] o [4/6/m2 | Refresh |

Requests during 7 day period

450
4004
3504
3004
2504
2004
1504
1004

50

T T T
Sun Mon [Tus) el Thur Fri Sat

Chart Style | Fiun Query | LCloze

<= Previous | WEEK.

Options

Duration - Specifies the period for the graph. You can choose to see audit totals by hour within a
day, by day within a week, by week within a month, or by month within a year.

For Date / Or - Specify the date to be included on the display. If you choose an hourly summary,
all information will pertain to the date you specify. If you choose weekly, monthly, or
yearly summaries, the date you indicate will be included in the period chosen by the
duration parameter. Use the following values:

*LAST: The last date in the database will be used. This will be the most recent data
collected, unless the DLTAUDDTA (Delete Audit Data) command has been used to
remove audit information.

*FIRST: The first (oldest) date in the database will be used.

*CURRENT: Today’s date will be used to determine the hourly, weekly, or monthly
summaries.

*DATE: Enter any valid date. The date must be in your job’s current date format. Use the
drop down calendar to easily select a date.
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Audit Details - Depending on the duration displayed you can ‘drill-down’ into the supporting
audit data. For example, if your chart is based on a day, you can see detail for an hour.

Refresh Button - Press the Refresh button to regenerate the graph after selecting new values.
Previous Button - Move backward in the audit data one duration value. (day, month, week, year)
Next Button - Move forward in the audit data one duration value. (day, month, week, year)
Chart Style - Select a different chart style.

Run Query - While the Audit Details option above will show the audit detail for a single hour,
(based on the *DAY duration) the Run Query button will show the audit detail for ALL the
hours in the day.

Close - Close the graph window and return to the main audit screen.
Chart Values Right Click Menu Options:

You can right click on any of the graph values (bar, pie slice, etc,) and choose a different
duration.

*DAY /*WEEK / *MONTH / *YEAR

Select a different duration value.

Menu Options:

File \ Close - Close the selection screen and return to the main Audit screen.

File \ Save Image - Save the graph as an image file.

File \ Print Setup - Display a standard Windows Print setup display.

File \ Print - Print the graph.

File \ Print(Monochrome) - Print the graph as monochrome.

File \ Exit - Close the selection screen and completely exit Viewpoint Administrator.
View \ Chart Style - Select a different chart style.

View \ Day, Week, Month, Year - Specifies the period for the graph. You can choose to see
audit totals by hour within a day, by day within a week, by week within a month, or by month
within a year.

View \ Previous - Move backward in the audit data one duration value. (day, month, week, year)
View \ Next - Move forward in the audit data one duration value. (day, month, week, year)
Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

Manage Audit Data

The Manage Audit Data option (shown below) is available to Sequel Administrators only. Use
this feature to add records to or remove records from the audit database. One of two commands
is invoked on the AS/400 - ANZAUDDTA (adds records) and DLTAUDDTA (removes records).
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The Analyze Audit Data option issues the ANZAUDDTA command which retrieves the entries
from the audit journal receiver and distributes them among the audit database files.

When the command completes, a new, "empty" receiver will be attached to the journal and
collect the audit data. The audit database will contain all the data from the old receiver. The
previous receiver is deleted during processing.

The Delete Audit Data option issues the DLTAUDDTA command to remove data from the audit
database. Press the Advanced Delete button to define more specific deletion criteria.

Manage Audit Data E3

= Analyze Audit Data

From [ ate I 522/ "I TaDate I B2z v| Advanced |

Job queve:  [*OBD | intbray | -l
Job description: |ABATCH =] inlibrary [LIBL -
Submit | Close |
|
Options

Analyze Audit Data - Choose this option to add records to the audit database.
Delete Audit Data - Choose this option to remove records from the audit database.
From Date - Select a starting date for deleting records.

To Date - Select an ending date for deleting records.

Advanced Delete Button - Open the Advanced Delete Option display to choose more specific
delete options.

Job Queue / In Library - Specify a job queue for the submitted job.

Job Description / In Library - Specify a job description for the submitted job.
Submit Button - Press the Submit button to kick off the job to add or delete records.
Close Button - Press the Close button to exit and return to the main Audit display.

To complete successfully, the user performing the ANZAUDDTA command must have
management authority (*CHANGE) to the audit journal SQAUDIT, existence rights (*ALL) to all
receivers currently attached to the journal, and object insertion ("CHANGE) rights to the
SEQUEL library.

The ANZAUDDTA command automatically runs under commitment control. Whether submitted
to a batch subsystem or run interactively, commitment control is started when the process
begins. All changes to the audit files are committed when the distribution step completes. If
ANZAUDDTA is canceled or ends abnormally before completing successfully, it can be restarted
without losing or duplicating any audit information. You can restart the command simply by re-
executing it.
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Advanced Delete Options

Use the Advanced Delete Options screen to enter more specific criteria for deleting records
from the audit database.

You can define six ranges. Only the date range is required. Other ranges modify the date
criteria so that only the records that meet all specified criteria will be deleted. Both the low and
high values must be entered for each pair that you want to use.

# Advanced Delete Options E3

— Required

Fram Date I B A22/M 'I and Time I'I2:EIEI:EIEI A ﬁ
ToDate I 5220 'l and Time |12:EIEI:EIEI A ﬁ

— Optional

From User I Tolszer I

Wiews Library I
Fram “iew I ToYiew I

Repart Librany I
From Repart I To Repart I

From Job I ToJdob I

aF. | Cancel |
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Options

Viewpoint Administrator User Guide www.helpsystems.com page: 55



Host Auditing / Manage Audit Data

From Date - Specifies the lowest date to be used in selecting records to be deleted. Records
with dates equal to or higher than this value will be deleted.

To Date - Specifies the highest date to be used in selecting records to be deleted. Records with
dates equal to or lower than this value will be deleted.

From Time - Specifies the lowest time to be used in selecting records to be deleted. Records for
requests with a beginning time equal to or higher than this value will be deleted. If you
enter a value for this parameter, you must also enter a value for the TO TIME parameter.

To Time - Specifies the highest time to be used in selecting records to be deleted. Records for
requests with a beginning time equal to or lower than this value will be deleted. If you
enter a value for this parameter, you must also enter a value for the FROM TIME
parameter.

From User - Specifies the lowest user profile value to be used in selecting records to be
deleted. Records for requests that were run by a user name equal to or alphabetically
after this value will be deleted. If you enter a value for this parameter, you must also
enter a value for the TO USER parameter.

To User - Specifies the highest user profile value to be used in selecting records to be deleted.
Records for requests that were run by a user name equal to or alphabetically before this
value will be deleted. If you enter a value for this parameter, you must also enter a value
for the FROM USER parameter.

View Library - Specify the library that contains the views referred to in the FROM VIEW and
TO VIEW parameters.

From View - Specifies the lowest view name value to be used in selecting records to be deleted.
Records for requests that were run using a view name equal to or alphabetically after this
value will be deleted. If you enter a value for this parameter, you must also enter a value
for the TO VIEW parameter.

To View - Specifies the highest view name value to be used in selecting records to be deleted.
Records for requests that were run using a view name equal to or alphabetically before
this value will be deleted. If you enter a value for this parameter, you must also enter a
value for the FROM VIEW parameter.

Report Library - Specify the library that contains the reports referred to in the FROM REPORT
and TO REPORT parameters.

From Report - Specifies the lowest report name value to be used in selecting records to be
deleted. Records for requests that were run using a report name equal to or alphabetically
after this value will be deleted. If you enter a value for this parameter, you must also
enter a value for the TO REPORT parameter.

To Report - Specifies the highest report name value to be used in selecting records to be
deleted. Records for requests that were run using a report name equal to or alphabetically
before this value will be deleted. If you enter a value for this parameter, you must also
enter a value for the FROM REPORT parameter.

From Job - Specifies the lowest job name value to be used in selecting records to be deleted.
Records for requests that were run by a job name equal to or alphabetically after this
value will be deleted. If you enter a value for this parameter, you must also enter a value
for the TO JOB parameter.
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To Job - Specifies the highest job name value to be used in selecting records to be deleted.
Records for requests that were run by a job name equal to or alphabetically before this
value will be deleted. If you enter a value for this parameter, you must also enter a value
for the FROM JOB parameter.

OK Button - Press the OK button to process the delete request.

Cancel Button - Press the Cancel button to exit the Advanced Delete screen.

Work with Audit Data

The Work with Audit Data screen (below) is displayed as a result of ‘drilling into’ a user, object,
or job from the Show Audit Data option, or using Run Query while in Show Audit Query and
Show Audit Graph options.

The Audit Details List tab displays the audit detail requests from one of the above operations.
You can also see the detail summarized and graphed by command on the Audit Command

Summary tab.
Each of the line items in the list can be further drilled into to see the lowest level of information

for the request (job parameters, SQL statement, messages). Double click one of the lines, or
select the line and press the OK button to see the Audit Request Line Detail screen.

@ Work with Audit Data [_[C[x]
File Help
Audit Details List I Audit Command Summary
Dale / [Tme | CPUTime [ View  Library [ Repoit [ Libray [ vo e[ Command =
127301 11:31:33 0:001 ROUTINGRQS  LIBL ROUTINGRPT  *LIBL 155 REPORT
12A1%01  0B3%53 0002 ROUTINGR@S  °LIBL ROUTINGRPT  "LIEL 246 REPORT
121201 136327 0001 ROUTINGROS  -LIEL ROUTINGRPT  ~LIBL 43 REPORT
1212/01 133307 0002 AOUTINGRGS  °LIBL ROUTINGRPT  *LIBL 116 REPORT
121201 13125 0006 NAMEVIEW!  BILL 114 DISPLAY
12A001 033342 0007 NAMEVIEW1  BILL 46 DISPLAY
12/7/0  0B3E23 0002 ROUTINGR@S  °LIBL ROUTINGRPT  *LIBL 130 REPORT
1260 10103 0001 ROUTINGROS  “LIEL ROUTINGRPT  “LIBL 105 REPORT
12/6/01 035347 0002 ROUTINGRGS  °LIBL ROUTINGRPT  *LIBL 134 REPORT
12/5/0 142758 0002 ROUTINGROS  “LIBL ROUTINGRPT  “LIBL 123 REPORT
124000 140022 0002 ROUTINGROS — “LIBL ROUTINGRPT  =LIBL 177 REPORT
124/0 1247.03 0005 NAMEVIEW1  BILL 07 DISPLAY
1240 0T3LTE 0002 ROUTINGR@S  °LIBL ROUTINGRPT  “LIBL 174 REPORT
11/3001 180010 0000 TBL1400101 OTEMP 12 VIEwPOINT
11/3001 140000 0055 NESTED ROB 341 THBLE
11730601 DB:23E7 0002 ROUTINGROS  “LIBL ROUTINGRPT  -LIBL 153 REFORT
1172901 121526 0006 NAMEVIEW1  BILL 70 DISPLAY
1172801 132608 0002 ROUTINGR@S  “LIBL ROUTINGRPT  “LIBL 224 REPORT i
Llose

Options
Audit Command Summary Tab - Switch the display to see the detail summarized.
Data Columns:

Date and Time - Date and Time the request was executed.

CPU Time - Amount of CPU seconds for the request.

View / Library - Name of the Viewpoint view and library used in the request. A value of
SQLEXEC is typically associated with an adhoc display.

Report / Library - Name of the Viewpoint report and library used in the request (if any).
I1/0 Count - Total I/O count for the request.

Command - Lists the command used in the request.
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OK Button - Select a line item and press the OK button to see the Audit Request Line Detail
screen.

Close Button - Press the close button to exit the display.

Audit Command Summary

The information from the Audit Details tab is summarized and graphed by command. The graph
can be swapped between CPU time and Command usage.

i Work with Audit Data [_ O] %]
File Help

Audit Details List T Audit Command Summary

Command | Use' CPUT\mel

Display
Print
Report
Execute
Table
Insert
Update
Delete

54
1]
128
0

0338
0:00.0
0:52.6
0:00.0
0:05.5
0:00.0
0:00.0
0:00.0

Usage

Command Usage

160
140 128
120
100
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Options
Audit Details List Tab - Switch the display to see the detail display.
Data Columns:
Command - List of the different Sequel / Viewpoint commands.
Use - Total count for each command used.
CPU Time - Total CPU seconds for each command.

CMD Usage / CPU Time - Toggle the graph between CPU time per command and Usage
count per command.

CMD Usage / CPU Time - Toggle the graph between CPU time per command and Usage count
per command.

Close Button - Press the close button to exit the display.

Access Path Detail

The Access Path Detail screen (below) is displayed1 as a result of ‘drilling into’ an access path
from the Show Audit Data option for access paths.

Each of the line items in the list can be further drilled into to see the lowest level of information
for the request (job parameters, SQL statement, messages). Double click one of the lines, or
select the line and press the OK button to see the Audit Request Line Detail screen.
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Access Path Details
File  Help
Indexes: |l1 Access Path: [-MAP
Date  / | Time | Min:Secs | ZTatal | User Id | Wigw | Library |
11427/ 10:20:03 0.4 27 IRAC SOLEXEC QTEMP
9/26/01 15:05:58 0023 57 DONMAD CENTURY DONNAD
9/24/01 16:06:52 0057 43 LARRY SOLEXEC OTEMP
A1/ 13:3451 0014 27 CHUCKR SOLEXED OTEMP
6/13/01 12:52:42 oes 1 SCOTTS SOLEXEC QTEMP
6/13/01 12:43:01 072 3 SCOTTS SOLEXEC QTEMP
611401 16:30:03 133 11 SUZETTEW SOLEXEC QTEMP
611401 16:30:03 (046 4 SUZETTEW SOLEXEC QTEMP
61101 15:28:54 135 35 SUZETTEW SOLEXEC QTEMP
5/29/01 10:21:06 0009 1 SUZETTEW SOLEXEC QTEMP
5/23/01 10:14:29 004 12 SUZETTEW YTOD2007 SUZETTE
‘ File: ADMIMA0D/TRANSACT Member TRAMSACT Path: AP

Options

Indexes - Number of indexes using the aces path.

Access Path - Access path used for the request.

Data Columns:
Date and Time - Date and Time the request was executed.
Min:Secs - Amount of CPU seconds for the request.
%Total - Percent of the total elapsed time for the request.
User ID - Name of the user for the request.

View / Library - Name of the Viewpoint view and library used in the request. A value of
SQLEXEC is typically associated with an adhoc display.

OK Button - Select a line item and press the OK button to see the Audit Request Line Detail
screen.

Close Button - Press the close button to exit the display.

Audit Request Line Detail

Audit Request Line Detail is the lowest level information collected for a given request. This
screen is accessed by drilling into one of the requests listed in the Work with Audit Data screen,
or an access path listed in the Access Path Detail screen.

The Details tab lists audit, object, view description1, and date and time information. The SQL tab
will show the SQL that was used in the audited request. You can copy the sqgl and paste it into
another view or command. The Messages tab displays any query messages generated from the
request.
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i Audit Request Line Details E

Fil= Help

T Messages

—Audit Information

Date: |11£3D£D1
Tirmes: I 14:00:00

Duration: I 0:00.1
CPU Time: I 0:05.5

Status Messages: I *fES

/0 Count: 34 Command: IW
— Object
Wi M arne: IW
Libram: ROE
~¥iew Description
Optirization: IW Unique Keys: IW
Allow Copy: *ES Jain Type: IW

Join Order: BN

Date separator: I 4

lgnore Dec Emors: I *ND Access Plan: I “HO
—Date and Time settings
Diate format: I “FIELD Time format: I *HMS

Time geparator; I :

Close |

1 View Description information is not collected for remote database views (SQLVIEWM),
including views designed to run as *LOCALSYS.

Audit Request Line Details:SQL

The SQL tab shows the SQL used in the audited request. You can copy the SQL and paste into

another view or command.
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Audit Request Line Details E

File Edit Help
Details T

T Meszages

— SAL Statement
SELECT YEAR.1l COLHDG("Year™),QUARTER.1
COLHDG("Qtr™) ,MONTH. 1
COLHDG("Month™) ,anountsls. 2
COLHDG( "amount” "Sales™) ,unitsls.2
COLHDG("Unit™ "%ales™),line.3
COLHDG("Product”™ "Line™),family.3
COLHDG("Product”™ "Family™) ,category.3
COLHDG("Product™ "Category™) ,region.d
COLHDG("Fegion™) ,territory. 4
COLHDG("Territory™) ,country. 4

FROM rob/periods,rob/salesfact, rob/products, ro
h/stores
INMER. JOIN dayid.l=dayid.Zz AND

productid. Z=productid.3 AND
storeid. Z=storeid. 4

Close |

Audit Request Line Details:Messages

The Messages tab displays any query messages generated from the requesti.
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i Audit Request Line Details E
Fil= Edt Yiew Help
Detals 1 0L | Messages

Optimizer Messages for Jok: I 157974/0USER/DZRCSRAYS

Selection field: mapped to different attributes.
Access path built far file SALESFALCT .
Access path built for file STORES.

Access path buil for file PRODUCTS.

File SALESFALCT proceszed in join pozition 2.
File STORES proceszed in join pogition 3.
File PRODUCTS proceszed in join position 4.
File PERIODS processed in join position 1.

Close |

1 This information is not collected for remote database views (SQLVIEWM), including views designed to run as *LOCALSYS.

The Audit Database

This section should help you to understand the organization of the audit database. It describes
the content of each file so that you can create your own views (queries) and reports over the
collected audit information. It also describes a few views that are shipped with the audit module
to help you get started.

The audit database consists of several physical files and their attendant logicals. Most of the
physical files contain records containing the message data for one of the many different kinds of
messages generated by the query optimizer. The file name for these files begins with CPI and is
derived from the message identifier of the message. The files in the audit database are listed in
the table below:

Object Description
CPIALL DSPJRN output file for journal entries
CPI432A Query optimizer timed out for file &1
CPI1432B Subselects processed as join query
CP1432C All access paths were considered for file
CPI432E Selection fields mapped to different attributes.
CPI432F Access path suggestion for file &1
CPI14321 Access built for file &4
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CP14322 Access path built from keyed file &1
CPI14323 Query access plan has been rebuilt
CPI14324 Temporary file built for file &1

CPI14325 Temporary result file built for query
CPI14326 File &1 processed in join position &11
CP14327 File &1 processed in join position 1
CP14328 Access path of file &4 was used by query
CP14329 Arrival sequence was used for file &1
QRYSUM Query summary- elapse time, exec parms,sql

QRYTOTAL Query summary- totals

Records are inserted into the files during the ANZAUDDTA (Manage Audit Data) process. They
are removed by the DLTAUDDTA command or the WRKAUDDTA program. The ANZAUDDTA
process places all journal entries into the CPIALL file and then distributes them to the various
CPIxxxx files. The CPIALL file will be cleared when ANZAUDDTA completes.

All the records for a given request are related through their timestamp — each request receives
a unique timestamp. The master record for a request exists in the QRYSUM file. It contains
execution statistics, parameter values, and the SQL statement used during the request. Records
in the CPIxxxx files that are related to a given request can be found by using the timestamp
listed in the master QRYSUM record.

The QRYTOTAL file is a summary file that records the number of requests and the |/O totals
and CPU totals by month. The file is used to provide the bar graphs in the GPHAUDSUM
command. All the records for a given request are related through their timestamp — each
request receives a unique timestamp. The master record for a request exists in the QRYSUM
file. It contains execution statistics, parameter values, and the SQL statement used during the
request.

NOTE:

Although we encourage you to create your own views and reports on the audit data, you
must not update any of these files using your own programs or views. You can easily
compromise the integrity of the data by accidentally omitting one or more files from your
operation, or by specifying incorrect values. The audit information is only useful if it is
correct and must be maintained only through Sequel functions.
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About Database Security

Sequel includes a mechanism that lets you supplement system object authority and restrict
access to database files and fields. Sequel Security is based on dictionary entries that can either
be defined as Exclusion or Inclusion (not both). It is a simple two step process: define the
exclusion database that limits users from libraries, files and fields, and set users' defaults to force
them to use the exclusion dictionary.

You will probably want to use this feature of Sequel if your environment provides *PUBLIC
authority to most files and libraries. If you want to restrict users from some of these files and
allow them to access others, this will help you.

You may also want to restrict certain fields within some files from user access. Under OS/400
version 4 release 2.0, you can use Client Access to do this at the system level. Prior to V4R2,
you can only use "program-defined" mechanisms like the Sequel exclusion dictionary to do this.
With the Sequel security system you can identify specific fields that are to be restricted. Users
can be allowed to access some fields within the file, while being denied access to others that you
have identified as restricted.

Note: If you also need to apply row-level security see Advanced Database Security.

Exclusion Dictionary

Sequel security uses an exclusion dictionary that you define with a series of entries to indicate
which users should be restricted from specific libraries, files and fields in your database. The
exclusion dictionary is an additional filter that is applied after system object security has limited
the user to objects they are normally authorized to. It does not replace system object authority
but supplements it.

The exclusion dictionary consists of a series of files in the SEQUEL library. Sequel commands let
you set up, maintain, and document the exclusion dictionary. Viewpoint Administrator provides
easy access to the programs that are used to enter and maintain the information in the
dictionary. Reporting programs can be used to document the contents of the dictionary.

Each entry in the exclusion dictionary has two parts:
USER: identifies the group of users that is covered by the entry
OBJECT: identifies the libraries, files, or fields in the database that will be excluded from use

You can specify exclusion for individual user profiles, members in a group profile, or all users on
the system. Each authority search made by the user interface determines if either the specific
user or the group profile or all users on the system are excluded from accessing the database
object. Exclusion entries for a group profile will prohibit access for its member profiles as well.

Each dictionary entry references a library, file, or field. You can exclude access to specific
libraries and prevent use of all files within them. You can also prevent use of individual files
within a library and allow other files in the library to be used. Field level security can be applied
to specific fields within a file; some fields can be restricted while others are not.
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Inclusion Dictionary

Depending on your environment, you may prefer to use an "inclusion" dictionary that lists only
the fields and files that the user is allowed to use, instead of a dictionary that lists those that the
user is excluded from using. You can change the way Sequel’s dictionary works by selecting
Inclusion from the Rules menu. (see below)

Be careful with this option if you already have exclusions defined for users. Changing the
current rule will completely ‘flip” how the definitions work. For example, Bob is only excluded
from the salary field in the Payroll file. If the rule is changed to Inclusion, Bob will now be
allowed to use the salary field, but he will be excluded from all the other fields in the Payroll
file.

[ Database Security - GUINEVERE

File Options Help
CurentRule | ¥ Exclusion
Exclusion Inclusion

thority are NOT allowed to use the registered libraries. files and fields.

N
Select by Object | Selectbylser | GetUserOption |
Libram/File Fields User Profile Choices
B4 SEQUELEX AL CIBEN [CIDATATHRERD  [1
i 1] CUSTHAST ] ABADMIN [CIBENUSER [CIoaveG ]l
[ T 24T [JACEDTI [ BLULLING []DavES m]l
& s0TEST [ ACLARK. [Jeoek ] DEZ:ML [m]}

Sequel is shipped so that the dictionary and security program uses "exclusion" rules. Users are
excluded from the fields listed in the dictionary.

Enabling Sequel Security

Sequel is shipped so that only standard object authority checking is performed by the system.
This means that when prompting, users will be able to see the names of the libraries and files
that they have operational authority to. They will be able to retrieve information from any files
they have read authority to.

The Sequel security checking mechanism is enabled when *SEQUEL or *STRICT is set as a

user's object authority checking value. Depending on which is applied to the user, it defines
where in the product the values set in the exclusion/inclusion dictionary are enforced. The

value is changed for individual users with the displays presented by the Set Sequel Default

(SETDFT) command, or using the Administrator Set Defaults feature. Refer to View Design

Defaults - Object Authority checking.

For *SEQUEL with unprompted views (object type SQLVIEW), restrictions are enforced only
through the Viewpoint and green-screen view design interfaces. In other words, the user
interface will refer to the Authority Dictionary before allowing someone to access various
database elements. If no entries in the Authority Dictionary prevent them from accessing the
library, file or field in question, the user will be allowed to see the item in a list and to refer to it
within the query. Restrictions are not applied to statements entered through command entry,
Scripts, the CHGVIEW command, or the execution of existing views.

If you plan to enable and use the *SEQUEL option it is imperative that you also consider the
following:

page: 66 www.helpsystems.com Viewpoint Administrator User Guide



Database Security / Enabling Sequel Security

o Users must not be allowed access to command entry. Command entry functions can always
be used to view the contents of files based on standard system object authority.

o Users must be restricted from the Change View (CHGVIEW) command. Only the Sequel
user interface (Viewpoint and green-screen) performs the additional security checks that
you set up. You can restrict the CHGVIEW command by simply revoking operational
authority to the command object.

For *SEQUEL with prompted views (object type SQLVIEWP), restrictions are enforced in the
Viewpoint and green-screen view designers, for statements entered through command entry, in
the CHGVIEW command, in the Script designer, and any ‘Work with’ screen (WRKSEQUEL,
WRKVIEW, and the Viewpoint Explorer).

With *STRICT you get all the security of *SEQUEL. In addition, *STRICT applies equally to views
with run-time variables and those without, and it applies at run time as well as design time. This
option provides the strongest level of authority when used with any Sequel related feature or
function.

Change the authority checking value back to *SYSTEM to return to system defined object
checking. The user will be able to access the libraries and files to which they have operational
and read authority. The exclusion/inclusion dictionary will be disabled but not cleared.

Since the type of authority checking to be done is kept in a user's default data area, the type of
checking is user specific. If necessary, you can provide separate authority mechanisms for
different users so that some users use *SYSTEM security and others use *SEQUEL or *STRICT
authority.

You must ensure that Sequel users do not have administrative privileges ("CHANGE authority)
to the SQ#DFT data area. Otherwise they will be able to use the SETDFT command to revert to
*SYSTEM authority and enable themselves to objects you want protected. Users that should not
change the defaults need only have *USE authority to the SQ#DFT data area.

Set User Option for Database Security

The Set User Option tab below provides an easy way to view and modify the object authority
setting for multiple Sequel users. Leave the box empty for standard system object authority
(*SYSTEM). Check the box next to a user to set their default for Object Authority Checking to
*SEQUEL—the user’s name will change to blue. Check the box a second time to set their default
to *STRICT—the user’s name will change to red. Check the box a third time to cycle back to
*SYSTEM.

You can also access the View Design Defaults to change a user’s Object Authority value, but you
will probably prefer to use the display below.
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[ Database Security - GUINEVERE |

C
C
C
C
ke
C
C
C
C
C
C
C

Object Authority Checking shows
whether standard system object
authority *5YSTEM) should be used to
validate user requests, whether the
autharity dictionary *SEQUEL) should
be used. orwhether the authority
dictionary (*3TRICT) should be used.

Checked items shown in blue are setto
use *SEQUEL those in red are setto
use the *STRICT, and unchecked items
are setto use *SYSTEM for object
authority checking

File Options Rules Help
Cuntent Rule

Inclusion Users with *SEQUEL authority are allowed to use OMLY the registered libraries. files and fields.

SelectbyObiect | SelectbylUssr | Set UserOption |

Set User's Object Authority Checking

[1ALLOBS; [IDEFUSERT  [JMR&MAKER []SCTSTGRF2

[JANDREWC — [JDEPUSERZ  [JNTEST [15cT5TUSR1

[JBLULLNG ~ [JDEPUSERZ  [JNUSER [15CTSTUSR1D

[¥1BOBK [FIHKATH CJOMEWORLD  [SCTSTUSAT

[]B0BK2 [JJDAUGHERTY [] PAVEL []5cT5TUSR2

[¥] BOBKUSER []JDE [CParFD [15cT5TUSR3

[IBRANDYL  [JJEAGLE CPRa) [15CTSTUSRY

Ceucizion [CJKGSECOFR  [PsalL [ISCTSTUSRS

] DAVEG [CILARRYT [1@SECOFR  []SCTSTUSRE

] DAVES [JLce C1aTMHHTRT  []SCTSTUSR?

[]DCook [Jicez CIRLG [15cT5TUSRS

[]DEP [IMCHeNDak  [CJRLGUSER  [JSCTSTUSRY

[]DeErPz [CIHCUSER [JROBERTH  [JSCUSER

[JDEFUSER  [JMIKAMS []5cTEST [ SEQUEL

< I |

Cloze

Options

User Check Box - This change takes place instantly. Leave the box empty for standard system
object authority (*SYSTEM). Check the box next to a user to set their default for Object
Authority Checking to *SEQUEL—the user’s name will change to blue. Check the box a
second time to set their default to *STRICT—the user’'s name will change to red. Check
the box a third time to cycle back to *SYSTEM.

Summary List Button
text.

Detail List Button

- Press the summary button to list users without any descriptive

- Press the detail button to display the descriptive text for each user.

Apply Button - Press the Apply button to make changes to multiple users. Use Ctrl-click to
select (or de-select) multiple users, or use Shift-click to select a range of users.

Close Button - Close the user list and return to the main Audit screen.

Menu Options:

File \ Close - Close the user list and return to the main Audit screen.

File \ Exit - Close the user list and completely exit Viewpoint Administrator.

Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

View Designer Interface Interaction

When a user enters the user interface (Viewpoint and green screen) after the Sequel security
option is enabled, each field, file, and library reference is verified against the exclusion

dictionary.

I[tems excluded from access will not appear in any prompt lists presented to the user. Thus, a
generic or *ALL’ prompt request may return significantly fewer names than would otherwise be
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observed using the same request outside of the user interface, or with the security option
disabled.

0L Selech_ad Files & S
Fields
i YiewPoint - SEQUEL Error Message H=Em

1 - SEQUELEX/CUSTMA

PayCC Pld AI Mat autharized to YTOEC of file CUSTMAST in library SEQUELEX

MTD4C Pkd

YTOEC Pkd s

REGOM Pkd Ok 4 Detail: | Joblog |

SALND Pkd J

DFTWwWH Char

CSTAT Char |~

4 I7 T I = » i

Fields that have been excluded from access cannot be specified directly or indirectly. Reference
to an excluded field in the SELECT, WHERE, GROUP BY, HAVING, or ORDER BY clauses results
in an error message at the workstation. The user must correct the error by removing the field
reference before the query will run successfully. Calculations involving excluded fields are
likewise disallowed.

SaL lSeIe:ted Files & Fields{ Wariahles ]

SELECT cname “fy ¥iewPoint - SEQUEL Emor Message M= E3
FROM  seqguelex/custmast

JOI ot authorized ta file CUSTMAST i ibrany SEQUELEX,

WHERE
GROUP BY
HAVING
ORDERBY

Detaily | Joblog |

If any field level exclusion entries apply, the user interface will not allow the SELECT * form of
the SELECT clause. Attempts to use SELECT * when one of the files has field level exclusion
entries will result in an error message.

SaL lSEIEE‘tEd Files & Fields{ “ariables ]
SELECT * “ & ViewPoint - SEQUEL Error Message [_[O]x]
FROM  sequelex/custmast
JOIN Authority exclusions for CUSTMAST in SEQUELEX prevent use of Select *
WHERE
GROURBY 7 :I o
HAVING oK Details | Joblog |
ORDER BY

Setting Up the Exclusion Dictionary
Set Exclusions by Object

Use the Select by Object tab to take an object oriented approach to exclusion: first identifying
objects (libraries, files and fields) that need to be excluded from user access, then selecting the
users that must be excluded from accessing them. The display is divided into three sections:
Library/File, Fields, and User Profile.

Use the Select by Usertab to change the display and set exclusions by user.

Use the Set User Option to set a user's default to use the exclusion dictionary.
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| Database Security - GUINEVERE |

File Options Rules Help

Curent Rule
Inclusion Users with *SEQUEL authority are allowed to use OMLY the registered libraries. files and fields.

Selectby Object |  Selectbylser | SetUserOplion |

Library/File Fields User Prafile Chaices
=g SOTEST CRLM +| [Eaceon CIBEN CIDATATHREAD 11
] INYHISTORY AMTDU M ALERT [ BENLISER ] DAVEG Ol
- SEQUELEX OROPH B ALERTSH [ BLULLING [ID&vES [ull
] CUSTMAST o [ 8LL [ BOBK. [ pB2emL [m]l
=[] DATAMART PAMN ] ABADMIN [IeoBk2 [Incook [u]l
PAYDY | |Oscerk [ BOEKCOPY [ DDESMIDT o
PATYR [C14LERTO [ BOBKUSER ] DEMSHPE [m]l
lived [ClaLERTCC [CIBRANDYL Cloep 0
YTDIC [C1ALLOES [CIBRENDA [Cloerz Ol
REGON || |OanpRewc [CIBSHORT ] DEFUSER: [u]
SALND = O srmann [CIBSMaRT [ DEPUSER o
BQ‘KTH [C14RMANDUSER [ EBUGTZ100 ] DEFUSERZ u]
SDATE 1 ASHISHD I cHuck ] DEPUSERZ O
CFREF ] BDUME [ CHUTKL CoHacenson [
FDATE il r— ;

dd

Selcion  Library: SEQUELEX File: CUSTMAST Field: HIGHB

Options

Library/File Pane - All library and file objects currently represented in the exclusion dictionary
are show in this pane. Click the [+] to expand the library to see the files. Select a file to
see the fields listed in the Fields pane. New library and file entries can be added using the
Add button or by right clicking in the pane and using the available menu.

Add Button - Press the add button to add files for a given library. The Select Files dialog will
allow you to search for files to add to the exclusion dictionary.

Fields Pane - Select a file to see the fields in the Fields pane. Any fields that have exclusions
will be listed in blue. The value *ALL is used to exclude all fields in the file.

User Profiles Pane - Users that are excluded from a given object will be shown first in the list in
blue and with a check next to their name. Uncheck them to allow them to use the object.
To exclude a user place a check next the their name and press the Refresh button.

Summary List Button - Press the summary button to list users without any descriptive

text.

Detail List Button - Press the detail button to display the descriptive text for each user.

Close Button - Close the user list and return to the main Administrator screen.
Menu Options

File \ Close - Close the user list and return to the main Administrator screen.
File \ Exit - Close the user list and completely exit Viewpoint Administrator.
Options \ Refresh - Refresh the list of files.

Options \ Expand All - Expand the list of libraries and files.

Options \ Collapse All - Collapse the list of libraries and files.

Rules \ Exclusion - Change the dictionary from inclusion to exclusion.

Rules \ Inclusion - Change the dictionary from exclusion to inclusion.

Help \ Contents - Open the on line help.
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Help \ About - Display Administrator version information.

Set Exclusions by User

Use the Select by User tab to take a user oriented approach to exclusion: first identifying users
that need to be prevented from accessing objects (libraries, files and fields) then selecting the
objects that need to be secured. The display is divided into three sections: User Profile,
Library/File, and Fields.

Use theSelect by Object tab to change the display and set exclusions by object.

Use the Set User Option to set the user's default to use the exclusion dictionary.

[ Database Security - GUINEVERE | ]

File Opticns Rules Help

Curent Rule
Inclusion Users with *SEQUEL authority are allowed to use DMLY the registered libraries. files and fields.

Select by Object Select by User T Set User Option ]
User Profile ptions Library/File Fields
ABADMIN BOBK2 DEP DROERS3 |4 SEQUELEX [mETS
ACEDTI BOBKCOPY DEP2 DROERSND | -4 SOTEST HEGON
ACLARK BOBKUSER DEPUSER GGRPDDM T RS TORY: E SALNAME
ALE... ERAND'YL DEPUSER1 GREGGE : i
ALERTOT BRENDA DEPUSERZ GREGGLOW [ cusho
ALERTCC BSHORT DEPUSERZ Hasz [ CNAME
ALERTSH BSMART DHAGENSON  HKATH O class
ALLDB BUG13100 DHGROUP JDAUGHER O FrRONG
ANDREWC CHUCK. DHEROUPZ JDE
ARMAND CHUCKL DHTEMP JIDESYS O invoices
ARMANDUSER  DATATHREAD  DHUISER JEAGLE O vr
ASHISHD DAVEG DHUSERZ JEAN [ MNTH
EDLIME DAVES DMILLS JEANUSER O IMvDTE
BEN DBZXML DONW JILL O ot
BENUISER DCOOK DRIOERS JIM
BLULLING DDESMIDT DROERS_FO JIMBOUK O acTsp
BOBK DEMSMPG DROERSZ JSSECOFR [ cosT
T b

Add

Selecion:  User: ALERT Library: SQTEST File: INVHISTORY

Options
User Profiles Pane - Select the user you want to work with.

Library/File Pane - If the selected user has exclusions defined, you will see libraries and files
listed. Click the [+] to expand the library to see the files. Select a file to see the fields
listed in the Fields pane. New library and file entries can be added using the Add button or
by right clicking in the pane and using the available menu.

Add Button - Press the add button to add files for a given library. The Select Files dialog will
allow you to search for files to add to the exclusion dictionary.

Fields Pane - Select a file to see the fields in the Fields pane. Any fields that have exclusions will
be listed in blue. The value *ALL is used to exclude all fields in the file.

Summary List Button - Press the summary button to list users without any descriptive text.

pr=—t

Detail List Button - Press the detail button to display the descriptive text for each user.

Close Button - Close the user list and return to the main Administrator screen.
Menu Options

same as the Menu Options on page 70
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Adding and Removing Libraries

To add a library, right-click a current library and choose Add File to Library XXX. This will take

you to the Select Files Screen. You can also press the Add button.

~ Library/File —| |— Fields —| |
E'"{[Eg] Dﬁ #dd File to library SEQUELEX

Remove ALL entries for libram SEQUELES

To remove a library, right-click and select Remove all entries for Library XXXX.

Adding and Removing Files

To add a file, right-click a current library and choose Add File to Library XXX. This will take you

to the Select Files Screen. You can also press the Add button.
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— Library fFile — Fields
=-{{l SEQUELEX
-] DATAMART
Add File to library SEQUELER,

Remowve ALL entries far file SALESHIST

To remove a file, right-click and select Remove all entries for file XXXX.

Select Files

The select files dialog is accessed when setting exclusions by object or user, or when adding or
removing libraries or files to the exclusion/inclusion dictionary.

Use this screen to choose a library and a file from that library.

Add Libraries and Fi [

Customer b aster

CICUSTHAST

[[j CUSTMASTZ Create Step? File for COLROW 2R Repart
[[j CWTDATE Date - Julian offzet - Manth - Day

[[,j CWTDATELT Date - Julian offzet - Maonth - Day

[ﬂ DATAMART kM anagement Summarn Lewvel Information
Library: SEGQUELEX - e

File:  CusTCOPY

File Type: Fhysical
Field Count; 27
Fecord Length: 183

File Edit Help
M arne | Description i
[ ARFILE Acc - Accounts Receivable |_.: |
[[j B5_RULES Ace - Conzolidated Income Statement :
[[j BUDWACTPCT Ace - Income Statement Budget
[[,j CHARZM Uk Char/Mumeric Cornversion File
i CusTCOPY Customer b azster Wwith CHAR (

Refresh

Select

=
-
1

Help
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Options

Menu Options:

File \ Close - Close the user list and return to the Field Level Authorization screen.

File \ Exit - -Close the Select File display and completely exit Viewpoint Administrator.

Edit \ Refresh - Refresh the list of files.

Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

Screen Elements:

Library - Enter a library name, or choose one of the special values from the drop down menu.
File - Displays the selected file, or you can enter a file name.

222l Summary List Button - Press the summary button to list files without any descriptive text.

i=2| Detail List Button - Press the detail button to display the descriptive text for each file.

Refresh Button - Press the Refresh button after specifying a new library to see the files in that
library.

Select Button - Press the Select button after highlighting a file.
Close Button - Press to close the Select Files dialog.

Help Button - Press to open the on-line help system.

How to Exclude an Entire Library

Use one of the two processes below to set an exclusion to an entire library.

Object Oriented: (Select by Object)

1. Inthe Library/File pane, highlight the library you want to exclude.
Use the Add button if you need to add a library to the list.

— Librarp/File

= (i) BEE

SEQIELES

3

2. In the Fields pane highlight the entry *ALL.
— Fields

3. Select the user(s) you want to exclude from the library.
You can select *ALL to exclude all users from the library.
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User Profiles

LYMMS [ ] DAVES [ ]IRaC
MARKF [ ] DavEwW [ | KAREND
[]=aLL [ | DEVELOF [ JKEN

[ ] ADMIM QDDNN.&D QKENK

Press the Refresh button to see the changes.

User Oriented: (Select by User)

1. Inthe User Profile pane, select the user you want to define exclusions for.

U=ser Profiles

ADMIM GEORGES
GREGR
AMDR GRIZELY

2. In the Library/File pane, highlight the library you want to exclude.
Use the Add button if you need to add a library to the list.

— Object Choicesz
SEQ I.E LEX

3. Select *ALL in the Fields pane.
— Fields

How to Exclude an Entire File

Use one of the two processes below to set an exclusion to an entire file.

Object Oriented: (Select by Object)

1. Inthe Library/File pane, click the [+] to expand the library and highlight the file you want
to exclude.

Use the Add button if you need to add a file to the list.
— Library/File

2. In the Fields pane highlight the entry *ALL.
— Fields

3. Select the user(s) you want to exclude from the file.
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You can select *ALL to exclude all users from the file.

Uszer Profiles

[R&C [ ] DavES [ ]IRaC
[w| KAREND [ ] DavEw [ |KAREND
[]=aLL [ ] DEVELOP [ JKEM

[ ] ADMIN QDDNN.&D QKENK

Press the Refresh button to see the changes.

User Oriented: (Select by User)

1. In the User Profile pane, select the user you want to define exclusions for.

— User Profiles

A0IN GEORGES
GREGH
AMDR GRIZELY

2. Inthe Library/File pane, click the [+] to expand the library and highlight the file you want
to exclude.

Use the Add button if you need to add a file to the list.
Object Choices
=-{if} SEQUELE

3. Select *ALL in the Fields pane.
Fields

@gﬁLL
REGIOM

How to Exclude Fields

Use one of the two processes below to set and exclusion to one or more individual fields.

Object Oriented: (Select by Object)

1. Inthe Library/File pane, click the [+] to expand the library and highlight the file you want
to work with.

Use the Add button if you need to add a file to the list.
Library/File

= SEQUELEX,
: D DATAMAR

2. In the Fields pane highlight any of the fields listed.
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Fields

saLL
HEGICOM
STATE

[y [ o ] o ]

3. Select the user(s) you want to exclude from the field.
You can select *ALL to exclude all users from the field.

Uszer Profiles

ALICIAM [ ] DavES [ ]IRaC
[w] BILLL [ ] DavEW [ |EAREMND
[]=aLL [ ]DEVELOF [ 1KEN

[ ] ADMIr QDDNN:’-'-.D QKENK

Press the Refresh button to see the changes.

User Oriented: (Select by User)

1. In the User Profile pane, select the user you want to define exclusions for.

User Profiles

0NN
AMDR

GEORGES
GREGH
GRIZELY

2. Inthe Library/File pane, click the [+] to expand the library and highlight the file you want

to work with.

Use the Add button if you need to add a file to the list.

— Object Choices

=-{#) SEQUELEX

3. In the Fields pane, place check marks next to the field(s) you want excluded.

—Fields

] =aLL
REGION
STATE
W5 SALESREP
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About Advanced Database Security

Much like the Database Security feature, the Advanced Database Security (ADS) feature allows
administrators to apply security to host libraries, tables, and columns. The major difference
between the two security options is the ability to apply row level security to tables. These
multiple levels of security can be based on group (primary or supplemental), user, and *PUBLIC
profiles.

ADS requires the configuration and use of the Viewpoint Universal Driver to connect to the
host when using Viewpoint. Users are forced to use this connection which enforces the rules
defined in ADS.

In addition, several global server-level options can applied to control things such as excluding
users from all files or libraries, and limiting *ALLOBJ profiles.

Column Security

Column security allows users to see the data in some columns of a database file, while restricting
them from seeing data in other columns. For example, an employee master file might contain
employees’ names, titles, department numbers, hire dates, and social security numbers. Some of
your users may need access to the information, but you want to keep the social security
numbers confidential. By applying column security, you can exclude all users or specific users
from seeing the social security column, while allowing them to access all other columns.

Without column security, you would not be able to restrict users from any of the data in files
that contain columns with sensitive information. Column security gives you much more
flexibility in deciding which files your users may access.

Row Security

Row security allows users to see the data in some rows of a database file while restricting them
from seeing data in other rows. For example, a prospective customer file might contain prospect
information for your company’s potential clients around the world. However, you only want the
sales managers in each country to be able to view information about prospects in their own
country. Using row security, you can exclude users from seeing the rows that contain
information about prospects in other countries.

Without row security, you would not be able to allow users access to any of the data in files that
contain rows with information they should not see. Row security gives you much more flexibility
in deciding which files your users may access. ADS gives you a way to specify this row security
through a graphical user interface, without forcing you to write user exit programs.

When applying row security, using the example above, you would first ensure that each sales
manager had access to the prospect file. For the U.S. sales manager, create a row condition
similar to <COUNTRY>="USA’, where <COUNTRY> is the name of the column containing
country information and choose that person’s user profile for the rule. Then, you would create
another rule--<COUNTRY>=‘DEU’ and apply this to the German sales manager. Repeat this for
the sales manager in each country.
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The Advanced Database Security
Interface

The Advanced Database Security (ADS) interface is divided into three functional tabbed areas.

Use the Select by Object tab to create rules and assign them to users and groups. This tab is
divided further into three sections: Library/File/Fields, Rules, and User Profile Choices. Use the
Select by User tab to review the rules that are currently applied to users. Use the Server
Options tab to set system-wide global security settings.

13 Advanced Database Security - GUINEVERE =
I File Options Help
I
The Advanced Security model requires the use of the ViewPoint Universal Driver.
Select by Object | Select by User T Server Dplians T JDE Opticns 1
Libraiy/File/Fields Fules User Profils Choices
B BOBK EXCLUDE ] "PUBLIC 14 BENUSER 14 Daves
[E8::| BACKDRDR WRITE ] 8 4EADMIN 8 BLULLING 18, DBZRML
@ oy ggﬂggﬁm 18, 4CEDTI 18, BoBK 14 bcook
{8 CUSTHAME 18, ACLARK 14, soBk2 14 ppEsMioT
+~B DATESHIP 14, ALERT 16k BOBKCORY 16k DEMSMPS
: 3 g:‘;‘T“‘E”M 18, ALERTEN 14 BOBKUSER 14 DEP
: “a st 18, 4LERTCC 14 BRANDYL 14 pep2
e DONOTALTER 18, 4LERTSH 14 BRENDA. 18, DEFUSER
18 ALLDBY 14 BSHORT 18 DEPUSERT
o A EMPLOYEES
@ EMPID 18 ANDREWE 14, BSMeRT 14 DEFUSERZ
=@ ORDERS 1 6h ARMAND 14 BUGT3100 143 DEPUSER3
@ cusT_D 18 4RMANDUSER [ 8 CHUCK 18 DHAGENSON
i@ ORDNUM 1 ASHISHD 18, CHUCKL [CIghDHEROUP
B-J PRODDTA 148, BOUNME 18 DATATHREAD I DHGROUFZ
= Fm 14 BeEN 18 Daves 18 DHTEMP
fof ABANS < [ »
Add

Selecton:  Library: BOBK  File: BACKORDR

Options

Library/File/Fields Pane - All library, file, and field objects with existing rules are shown in this
pane. Click the [+] to expand the library to see the files. Select any item in the list to see
the rules listed in the Rules pane. New rules can be added using the Add button or by
right-clicking any item in the pane and using the add option.

Add Button - Press the Add button to add rules. Use the ADS Rules screen that displays to
search for libraries, files or fields for the new rule.

Rules Pane - Any rule associated with a selected item in Library/File/Fields pane is displayed
here. Select a rule to see the assigned users in the User Profile pane. Assigned users are
listed in blue at the beginning of the list. The value *PUBLIC, when checked, indicates the
rule is applied to all users.

User Profile Choices Pane - Users assigned to a selected rule are shown first in the list in blue
and with a check next to their name. Uncheck a user or group to remove from the rule.
Add additional users to a selected rule by placing a check next to their name. Use the
Refresh button to update the list.

Summary List Button - Press to list users without any descriptive text.
Detail List Button - Press to display the descriptive text for each user.
Refresh Button - Press to refresh the displayed data.

Close Button - Close the user list and return to the main Administrator screen.
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Menu Options

File \ Close - Close the ADS display and return to the main Administrator screen.
File \ Exit - Close the ADS Display and completely exit Viewpoint Administrator.
Options \ Refresh - Refresh the ADS database and displayses.

Options \ Expand All - Expand the list of libraries and files.

Options \ Collapse All - Collapse the list of libraries and files.

Help \ Contents -Open the on line help.

Help \ About - Display Administrator version information.

Adding Rules

The work flow for creating ADS rules is very simple: Define a rule for a library, file, field, or
row, and then apply it to a user, group, or all users. The process and screens used change slightly
depending on the type of rule you wish to create.

By Library

1. Starting at the Select by User Tab, right-click on an existing library and select Add.
You can also press the Add button at the bottom of the screen.

Select by Object T Select by User I
Librar/File/Fields Fulez
|

Add...
3

Remove...

H LS TEIFIF
------ # ORDNUM
------ # STATE

PRODDTA

2. In the Security Rules display, the current library is listed. Use the Browse button to select
a new library, or type in a library name.
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[ Advanced Databasze Secun

| Library/Schema MEWwWLIE Browze

[=]
File/T able |E| Browse
[=]

Field/Colurn
Security
':::' READ Read data Reszet
) WRITE Manage data

() EXCLUDE Exclude data access

Higtony
Librany | File | Field

)
=8
iy

4 ] | }

| épply | | Cancel | [ Done |

3. Select one of the three security options listed:
Read - The assigned user is allowed to read data from any unrestricted file in this
library.
Write - Not enforced at this time.
Exclude - The assigned user is restricted from every file in the library.
4. Press one of the following buttons:

Press Reset to clear your selection and select a different value. Use Reset before
the Apply button or you must delete the rule from the main screen.

Press Apply and your rule will display in the History panel. Because you can
continue defining rules for libraries and files (before pressing the Done button),
this panel helps you keep track of your rules as you create them.

Press Done to exit this screen and write your rule(s) to the ADS database.

5. Back at the main screen you should see your new rule displayed in the
Library/Files/Fields tree. Select it and then select the rule in the Rules list.

Select by Object | Select by User T Server Dptions 1 JIDE Options ]

Library/File/Fields FRules User Profile Choices

] ANDREWC User [ Type [ Text -
1] BOBK “PUBLIC #pply to ALL users @
(] DONDTALTER 18 ABADMIN User  ABADMIN no Special authorities
-] PRODDTA & acEDTI User  Agent for ASA SeculD Admiristr
- SCSAMPLESD 18 ACLARK User  Andrew Clark

E ] SETSTDTA [1h ALERT User  ALERT - SECURITY OFFICER
-] SEQUELEX 0 oo o oz ey

6. Notice *PUBLIC is selected by default as the user. This is done to ensure no new rule is
created without an assigned user in the ADS database. If you want to apply the new rule
to all users, leave *PUBLIC as is. Otherwise, select specific users for which to assign the
rule.
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By File

The steps to define a file-based rule are almost exactly the same as the library rule described
above. At step 2, use the file Browse button to select a file and continue with the remaining
steps.

By Field

1. Starting at the Select by User Tab, right-click on an existing field and select Add. You can
also press the Add button at the bottom of the screen.

Select by Object T Select by zer |
Librar/File/Fields Rulez

=) BOBK WRITE
=-f8 BACKORDR READ

..... B U Add... %

----- # OF Remove...
------ B STare

DONOTALTER

2. Inthe Security Rules display, the current library and file is listed. Use the Browse buttons
to select a new library or file.

Advanced Database u

Libra/Schema | LIB [=]
File/T able FILE [=]

Field/Column NEWFIELD

Security
() READ Fead data Reset
) WRITE Manage data

() EXCLUDE Exclude data access

Fow Security

Caondition -

Walue

Change [ Add @aAnd 0 Feset
Histary

Library | File | Field | Pule

Fl Tl | b

Viewpoint Administrator User Guide www.helpsystems.com page: 83



Advanced Database Security / Adding Rules

3. Use the Field/Column drop-down to select a field.
4. Select one of the three security options listed:
Read - The assigned user is allowed to read data from any unrestricted file in this
library.
Write - Not enforced at this time.
Exclude - The assigned user is restricted from every file in the library.
5. Press one of the following buttons:
Press Reset to clear your selection and select a different value. Use Reset before
the Apply button or you must delete the rule from the main screen.
Press Apply and your rule will display in the History panel. Because you can
continue defining rules for libraries and files (before pressing the Done button),
this panel helps you keep track of your rules as you create them.

Press Done to exit this screen and write your rule(s) to the ADS database.

6. Back at the main screen you should see your new rule displayed in the
Library/Files/Fields tree. Select it and then select the rule in the Rules list.

Select by Object | Select by Lser T e 1
LibraryiFile Fields Fules User Profle Choices

=] BOBK User [Type [ Test -
®-ff] BACKORDR *PUBLIC Applyto AL users @
=-f] CUSTOMERS 1.8 ABADMIN User  ABADMIN no Special authorities
=] DONOTALTER 14 aceoT 1 Agent for RSA SeculD Admiristr
- EMPLOYEES 1 ACLARK 1 Andrew Clark
1 EMP_ID 18 ALERT « ALERT - SECURITY OFFICER
| ORDERS = En nooe oo

Fcccoc
I

7. Notice *PUBLIC is selected by default as the user. This is done to ensure no new rule is
created without an assigned user in the ADS database. If you want to apply the new rule
to all users, leave *PUBLIC as is. Otherwise, select specific users for which to assign the
rule.

By Row

A row-based rule can be a little confusing because it is defined by specifying a field and a filter
to restrict or allow file access at the row level. So a row rule is in essence, a file rule. Also, the
rule is built like an SQL WHERE clause. So, if you want to use a condition on a single field to
specify multiple values, do this:

REGION = 10 or REGION = 20

or:

REGION IN (10, 20)

not:

REGION = 10 AND REGION = 20 (this will not return any records)

The process to create a row-based rule is very similar to the field process above with the
addition of the Row Security section.

1. Starting at the Select by User Tab, right-click on an existing field and select Add. You can
also press the Add button at the bottom of the screen.
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Viewpoint Administrator User Guide

Select by Object T Select by User

—

Library/File/Fieldz Fules

-] BOBK
=@ BACKORDR

..... # Cu

WRITE
READ

Add... %

Remove...

------ B STare

DOMOTALTER

2. In the Security Rules display, the current library and file is listed. Use the Browse buttons

to select a new library or file.

5 s sy =

Library/S chema SEQUELE:=
File/T able CUSTRAST Brawse
Field/Column CRLIM IZ|
Security
() READ Read data Reset
) WRITE Manage data
(7 EXCLUDE Exclude data access
Raow Security
Condition . v
Value
Change [ fdd @ 4nd )0
CRLIM:50000
Histary
Library | File | Field | Rule
] 1 | 3
[ Apply ] [ Cancel ] [ Done ]

3. Use the Field/Column drop-down to select a field.
4. Inthe Row Security section set the following:
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Condition - Use the drop-down to select a condition.

Value - Enter the value to filter records based on the selected field and field type.
Make sure to use quotes for character data.

Change - Check this box to modify existing expressions. See the Modifying Rules
topic below.

Add - Press to create the rule.

And / Or - To create complex conditions, select AND or OR and then build another
expression.

5. Press one of the following buttons:

Press Reset to clear your expression(s). Use Reset before the Apply button or you

must delete the rule from the main screen.

Press Apply and your rule will display in the History panel. Because you can
continue defining rules for libraries, files, and rows (before pressing the Done
button), this panel helps you keep track of your rules as you create them.

Press Done to exit this screen and write your rule(s) to the ADS database.

6. Back at the main screen you should see your new rule displayed in the
Library/Files/Fields tree. Select it and then select the rule in the Rules list.

Select by Object | Select by User 1 Server Dptions 1 JDE Options ]
Library.FileFields Fiules User Profil Choices

=] BOBK FEAD User [ Twpe [ Tewt -
- BACKORDR “PUBLIC Applyto AL users @
-0 CUSTOMERS 14 ABADMIN User  ABADMIN no Special authorities
=+ DONDTALTER 14 ACEDTI User  Agent for ASA SecurlD Admiristr
- EMPLOYEES 18, ATLARK User  Andhew Clark
o EMPID 18 ALERT User  ALERT - SECURITY OFFICER
A ORDERS = oz CGEARE

7. Notice *PUBLIC is selected by default as the user. This is done to ensure no new rule is
created without an assigned user in the ADS database. If you want to apply the new rule
to all users, leave *PUBLIC as is. Otherwise, select specific users for which to assign the

rule.

Modifying Rules

Library, File, or Field

1. To modify existing rules, start in the Select by Object panel and highlight a library, file or
field.
2. Double-click the WRITE, READ, or EXCLUDE rule listed in the Rules pane.

Select by Object T Select by Uszer T-

Librar/File/Figlds Rules

Elu'_j BOEE. WRHITE

= BACKORDR || || READ
LB CITY
CUSTMAME
DATESHIP
ORDMUM
QATYORD
STATE

»

m
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For a library, file, or field rule the Security Rules screen shows the object associated with
the rule (grayed out) and the current value.

Advanced Database Securi Advanced Database Securi Advanced Database Securi u
Library/Schema SQTEST Library/5 chema BOBK Library/Schema BOBE
File/T able [ E| FierTable BACKORDR [ | FiesTabee BACKORDR
Field/Column Field/Column Field/Calumn ORDMUM

Security Security Security
@ READ Flead data [ enre Flead data [l onew Fiead data
I WRITE Manage data (1 WRITE Manage data @ WRITE Manage data
(") EXCLUDE Exclude data access () EXCLUDE Exclude data access (©) EXCLUDE Exclude data access
Modify Library Modify File Modify Field

3. Simply choose a different value and press the Apply button.

Row

1. Start in the Select by Object pane and highlight a field that has row-based rules.
2. Double-click the filter rule listed in the Rules panel.

Select by Object

| I

Select by Uzer

Libramy/File/Fields Rules
=-[2) BOBE o | [wRITE
= BACKORDR
oy
CUSTMAME
. f DATESHIP £
§ ORDNUM
QTYORD
STATE
LB ST D

For row-based rules, the Security Rules screen is different than the three shown above.
Notice only the library and file are grayed out. This allows for adding additional
expressions to a rule, or changing the current expression.

Advanced Database Secun u

Library/S chema SOTEST
File/T able INVHISTORY
Field/Colurnn CUSHO
Row Security
Condition A
Walue
Change [ Update ©) And

CUSNO:100 and REGON=10

Browse
Browse

[=]

@ 0r

Cancel

Apply Done

Viewpoint Administrator User Guide
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Add to an Expression

1. To add to the current expression, select a field, condition, and value.
2. Then select AND or OR and press the Update button.
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Advanced Database Secu g

Library5 chema
File/T able
Field/Calurmn
Row Security
Condition

Value

SOTEST
INWHISTORY

YR

= -

[=]

Browse
Browse

25

Change [] @and OO

CUSHO:100 and REGOM=10

Apply

Cancel

Dore

3. The additional expression is added to the current expression.

Advanced Database Secu u

Library/5 chema
File/Table
Field/Calurnn
Fow Security
Condition

Yalue

SUTEST
IMWHISTORY
YR

= -

245

[]

Change [C] @And 00

CUSNO:100 and REGON=10 and vR=2015

Brovise

Brovise

Done

4. Press Apply to save your change and close the window.
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Change the Expression

1. To change the current expression, or part of one, place a check in the change box.

Advanced Database Secu u
Library/Schema | SOTEST
File/Table INVHISTORY
Field/Column CUsSKO |Z|

Fow Security
Condition -]
Yalue
Change Update @aAnd 0O
CUSHO » 100
And REGOM = 10
4 1 ]

This will separate complex expressions into multiple lines so you can work with each

individually.
2. Double-click and expression and it will fill in the Field, Condition and Value fields.
Library/Schema | SOTEST
File/T able INVHISTORY
Field/Column BEGOM |Z|
Fow Security
Caondition = -
Walue 10
Change @and ()00
CUSHO > 100
] mn ]
Apply Done

3. You can select a different field, change the condition, and change the value. Here, the
value was changed from 10 to 50.

Viewpoint Administrator User Guide

www.helpsystems.com

page: 89



Advanced Database Security / Reviewing Rules

Advanced Database Secun M

4

L}

Librany/S chema SOTEST Browsze
File/Table INWHISTORY Erowsze
Field/Colurn REGOM IZ|
Row Security
Condition = -
Value 50
Change @and O
CUSNO > 100
And REGON = 50

4. Press Update to see the change followed by Apply to save the change and close the

display.

Reviewing Rules

The Select by User tab is a great way to see who has rules applied. In the User Profile Options
panel, users, groups, or *PUBLIC will be blue and bold if they have any rule applied. The
Library/File/Fields pane shows any object currently referenced in a rule. The Rules pane is
blank until a rule is selected.

[5. Advanced Database Security - HS23

File Options Help

The Advanced 5ecurity model requires the use of the ViewPoint Universal Driver.

=)

SelectbyObiect | Gelect by User | SeverOpfions | IDE Options

User Frofile Options Library/File/Fields Rules

=PUBLIC & DCooK &, JANETEST p: Y (] BOBK.
& ACIDE & DEP & JDE & e+ CUSTOTESTY
G ALANI & DEFIDE £ JDEINSTAL - CUSTNAME
£ ANDREWC & DEPUSER B JDEFRIS Y -] SCDET
£ BOBJDE & DEPUSER1 £} JDEPROD & 1B EMPHDR
0 BOBK O DEUSR £ DESECADM € “-fl SOCSEC
8 BOBKUSER ) DFEDERSON [} JEAGLE £, [P SCSAMPLESD

CUSTOMERS
& BRANDYL & DROERS £ JEAGLE2 21! . ?LIP%DG
8, BR&NDYLZ &, DTGIDE 8, JEFF P ) 5028438308
8, BROBBKK. & FRUSR 8, JEFFPTEST P ] BO561031%5
& BUE1TI0 £ HCKIDE £ JEFFTEST A 0 B10m130872
G BUNDYTM & HEATHER &b JPEDRETTI b B 011447827
& DAVER & HRATH & JPUSR ey -] 5UP3400
& DAVES & HS25I0E &b KEITHK At B SCLIBSEC
|8, DBZXML &, JANEIDE &, KFSECOFR P
= Update

Selection:

To see the exact rule for a user, group, or *PUBLIC, select the user. Any object referenced by a
rule for the user will display as blue in the Library/File/Fields pane. Select the object to see the
definition in the Rules pane.

In the example below, we see user BOBKUSER is excluded from the CUSTNAME field in the
CUSTOTEST1 file.
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Select by Object Selectby User | Server Oplions 1 pEoptiens |

User Profilz Options Library/File/Fields Rules

“PUBLIC } DEPUSER1 B JEFF [ EEREIER Exc[ungh
£ ACIDE }, DEUSR £ JEFFPTEST v | i B CUSTOTESTY 1 cUSTNAMESS uter Lirits'
& ALANY }, DPEDERSON B, JEFFTEST b B J CUSTHAME
£ ANDREWC }, DROERS B, JPEDRETTI } |=-r] scoBt
&b BOBJDE h DTGIDE & JPUSR b |, E-E3EMPHOR
8 BoeK ) FRUSR B KEITHE b SE&;EESBEE
£ BOBKUSER h HCKJDE £} KFSECOFR = = CusTomeRs
£ BRANDYL }, HEATHER £ KGSECOFR b | &g sores
& BRANDTL2 L HKATH £ KKRUSE v L sz

You can deselect the rule to remove the limitation for the selected user. You can also apply any
of the existing rules to the selected user by selecting any other item in the Library/File/Fields
pane (one that is not blue), and apply its defined rule.

In this example, BOBKUSER is still selected, and by clicking on the SOSEC field in the EMPHDR
file, we see there is an EXCLUDE rule already defined for some other user. Simply check the
rule to apply it also to BOBKUSER. Press Refresh to see the change.

Select by Dbject Select by User I Server (ptians 1 JDE Dptions 1
User Profilz Options Library/File/Fields Rules
*PUBLIC £ DEPUSERT B, JEFF &1 =] BoeK DExcLutg
£ ACIDE & DEwsR B, JEFFPTEST v | =B CUSTOTESTY
£ ALAN) £ DPEDERSON B JEFFTEST & i ‘- Bl CUSTNAME
& ANDREWC 4 DROERS B, JFEDRETTI & |zd éSBgDEEPjiF‘HDR
& BOBJDE & DTRIDE & JPUSR A || FE
& BOBK & FRUSR & KEITHK & | ]
£ BOBKUSER  {h HCKIDE £ KFSECOFR ar |7 “?_gi‘:’;fé;ggg
£ BRANDYL & HEATHER B, KGSECOFR P23} 501 SUrsa
& BRANDYL2 h HRATH & KKRUSE &r |75 7 ozeansos

Server Options

The Server Options tab allows for easy application of system-wide, or global, defaults that are
automatically applied to all users when using Viewpoint in conjunction with the Viewpoint
Universal Driver.

Set global options to:

o Exclude user from viewing all libraries by default.

o Exclude users from viewing all files by default.

o Apply security to supplemental groups.

o Load Security information on startupl.

« Enforce Advanced Database security even on users with *ALLOBJ authority.
« Display all libraries or just the user’s library list.

(&5 Advanced Database Security -

File Options Help

The Advanced Security model requires the use of the ViewPoint Universal Driver_

Selectby Obiect | Selectbyllser | BerverOplionss | JDEOpions |
These oplions define the defaut secualy seltings for o users of By defawit, "ALLOBJ profiles are not affected by Advanced
this server library, Database Securty [ADS). This option only applies to libraries, fles
and figlds.

Would you ke o sl users rom lbrariss by defelt? ) )
ol you lke to srtorss ADS on profils with LB spacisl
ithority?

@ Mo, allow users to see all brariss GHIEnY

(s, exclude users from al ibraries by default ® No, do ot imit *ALLOBJ profies.
O Yes, enforce ADS on *ALLOBJ profiles.
Would you ke to excluds users iom fies by default?

*rou can specify which libraries are retumed when al braries are
@ No. alow users to see all lbraries equested from the P (far example, expanding the Al lbraries
e in the Exph

O 'Yes. exclude users from al lbraries by default Cemin i B e o)
Would you like to retun al ibraries on the system?

7 . .
Apely secuiy 1o Supplemental Groups? -~ @ No  O'Yes Ma, retuin aniy lbraries in the user portian af the
© iyt

Load Security Information on Startup? @No  Oves (O es, retum all ibraries on the 1BM i
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Options
The following settings are optional and are set when the host is installed.
Exclude users from libraries by default.

No (default) - Users are allowed to access all libraries. Users can be excluded from
specific libraries.

Yes - Users are excluded from accessing all libraries. Users must be granted access to
specific libraries.

Exclude users from files by default.

No (default) - Users are allowed to access all files. Users can be excluded from specific
files.

Yes - Users are excluded from accessing all files, and must be granted access to specific
files.

Apply security to supplemental groups.

No (default) - Supplemental Group memberships will be ignored (primary groups are still
honored)

Yes - Security will be applied to both Supplemental Groups and primary groups
Load Security Information on Demand
Yes (default) - Loads security information as needed. This improves performance.
No - Loads all security information when a user connects.
Enforce ADS on profiles with *ALLOBJ special authority.
No (default) - Showcase Securities are not applicable on *ALLOBJ User profiles
Yes - Showcase Securities are enforced on *ALLOBJ User profiles
Return all libraries on the system.
Yes (default) - Returns all libraries on the IBM i machine

No - Returns only libraries in the user portion of the library list

JDE Options

Use this tab to alter ADS settings specific to JD Edwards users access to all libraries vs. their
user library list.
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File Options Help

The Advanced Secuiity model requires the use of the YiewPoint Universal Driver_

SelectbyDbjeot | SelectbyUser | Server Options JDE Gptions |

Restiict JOE users to only see those libraries in their Environment
libwary fist?

(@) Restrict users to the User Library List
O Allow users to see Al lbraries

Enforcing Rules

The rules created and added to the ADS database are used and recognized only by the
Viewpoint Universal Driver. To enforce the rules you must create a connection with the driver,
and set user’s Sequel defaults to use only the copied host file and the new connection.
Everything the user does in Viewpoint is checked against the ADS database to apply the rules
defined for that user, group, or all users. Follow the steps in the next five sections to accomplish
this:

Copy the IBM i Driver

Before creating a new host connection, it is necessary to copy the IBM i driver into the correct
directory so that the ADS connection can use it. Issue the following command from an IBM |
command line:

CPY OBJ('/gibm/proddata/http/public/jt400/1ib/jt400.jar"') TODIR
('/rio/lib")

Copy the Host File

SequelHOST is the default host file shipped with the product.You can make multiple copies of
the host file and tailor it to your environment so that each department or work group can have
their own set of data sources or to ensure ADS users only have the ADS connection available to
them.
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1. Open Viewpoint Administrator and select your system, check the Maintain Host Servers
option, and press OK.

i ™

File Options Help

Systenn: [ H525

(71 Set Defaults

() Host Auditing

(") Database Security

) Advanced D atabasze Security
() Manage ViewPoint Jobs

() Active Users

(71 Qluery Dptions

(@ M aintain Host Servers

(7 SAL Join Data Baze

(7 Dl Doy O ptions
(71 Dynamic: Drill Dowen List
(71 5% Function Autharization

The Host Servsers file describes connection
information that allows YiewPoint to connect
to remote databases. Use this option to
view and change the information in the
selected host file.

2. When the Host List screen opens, select File\New from the menu. In the New Host File
dialog, give your new file a name and library and press OK. Do not create a file with the
same name as the original SequelHOST file.

New Host File S|
M ame: ADSHOST
Librany: WORKLIE
Member: SEQUELHOST
[ Caticel ] [ OF. ]

If you prefer the command line, issue the following:
CRTDUPOBJ OBJ (SEQUELHOST) FROMLIB
(SEQUELSCSERVER10) OBJTYPE (*FILE)

TOLIB (WORKLIB) NEWOBJ (ADSHOST) DATA (*YES)
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parameter.

The new file is placed in the library specified by the TOLIB

Back at the Host List you should see the new host file and library at the top of the screen. Leave
the Host List screen open for the next step of the process.

Create a Host Connection

Host connections are created so you can connect to non-DB2 databases (SQL Server, Oracle,
MySQL, JDE World, and JDE Enterprise One), and now to connect locally to enforce ADS
settings. These connection definitions will be stored in the copy of the host file created in the

previous steps above.

1. Right-click in the Server panel and select Add New Server Entry.

“ACCESS
“ADS

“DB2

“EXCEL
“ISERIES
“JDE_E1
“IDE_WORLD
MYSOL
“ORACLE
“SOLSERVER

Add New Server Entry [ '

Server: |

User ID:

Diriver:

Test Cornectian

Password:

Apply

SEQUEL Host List S|
File Help
Host File Mame:  ADSHOST Library:  WORKLIB Member  SEQUELHOST
Server I £dd New Host Server Entry

Cancel

2. Set the following values:

Server = NEWCONNECTION (or a name of your choice). Do not use an asterisk (*) in the

name.

Server Type = Select *ADS from the drop-down.

Connection = Enter the following:

jdbc:hslocal://<HOST_NAME >;instalIDir=<DRIVER_JAR_
LOCATION>;installLib=<HOST_SOFTWARE >;

where

<HOST_NAME> = The name of the host System i machine. This value is mandatory.

<DRIVER_JAR_LOCATION> = IFS path where the driver jar and configuration file is
placed. The default path is /rio/lib. This value is mandatory.

<HOST_SOFTWARE> = Location of Sequel 10 on the System i. The default is SEQUEL.

Viewpoint Administrator User Guide
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Set User Defaults
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File Help

Host File Mame:  ADSHOST

Server |

“ACCESS
05

DE2

EXCEL
A3ERIES
=IDE_E1
“IDE_WORLD
MYSOL
“ORACLE

-5

3. Press Apply to add the connection to the list.

Librany:  WORELIE Member:

Add New Host Server Entry

Server. NEWCONNECTION -

User ID:

Password:

SEQUELHOST

Diriver:

Cannection: jdhe: helocal./2<HOS T_MAME? installDir=/rinlib;
installLib=<HOST_SFTw> jextended metadata=trus;

Test Connectian

[ 0K ] [ Apply ] [ Eanl:el]

File Options Help

System: [ HS525

(71 Host &uditing

() Datahase Security

() Advanced Databasze Security

(") Manage ViewPaint Jobs

() Active Users

() Query Options

() Maintain Host Servers

4. Press OK to close the window.
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2. In the Defaults Selection screen, double-click a user to work with their defaults.

File Edit Help

Templates Administrators zers

“OFT MPERRIM - BOBKUSER
MPERRIMAE MHCHAMDAE, DEFUSER1
MPERRIMO HRAMAKER JAMETEST
MPERRIMSYS POPYD 5 JEAGLEZ
MPERRIMUSH PRaJ LCEZ2
SHOWCASETD PSAIL PAVEL
PSIDE < QTMHHTF
LSECOFR ml
RLG SHCSTD
RLGJDE YVIEWPOINT
ROBERTH WHBLCRED
SCIDE =
SHAR I
SHCIDE
SOUINLAN
SSPIELER
STEVES -
To grant administrative rights, selecta User and either K
click the < button or drag into the Administrator list. -
3. Open the Host tab and set the following:
File Help
General T Frint/Repart I Wiew DesignI Wiew FlesultsI Host I Other
Select
SEQUEL Hast file: ADSHOST -
Library: WORKLIE -
ember: “FIRST -
Defaul D atabase: [NEWCONNECTION -
= Diefault Syntas [-SERVER ~|
] Query Time Out: *  [Seconds]
[ Library for Query Options file -

o) (o) (oo )
Host File = ADSHOST (or the name of the copied file)
Library = The library for the copied file.

Default Database = NEWCONNECTION (or the name you gave the new
connection)
Viewpoint Administrator User Guide www.helpsystems.com
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4. Open the View Design tab and set the Object Authority Checking default to *ADS.

SEQUEL Defaults for SCTEST on (S|

File Help
General I Print/Fepart I\I"iew DesignI Wiew Results T Huost T Oither
Select
= Object authority checking:
1 From-file: prompt library: "EESLET
] Default view creation libran: STRICT
0 Public Autharity:
(| Mumber of unigue keys: *NOME -
D lgnore Decimal Erors I}
O Jeinps
0 Join order: BNy -
] Default template librar “HONE -
Apply to User(s) Apply

5. If you want to apply these setting to only the user you started with, press OK, and OK
again at Defaults Selection

6. To apply the settings to multiple users, check the box to the left of the Host File and
Default Database defaults on the Host tab, and Object Authority Checking default on the
View Design tab, and then press Apply to User(s).

7. Check the users for the new settings and press OK.

screen.

| Clear&ll | | Selectll |

[] ACIDE

[] ANDREWC
[]e0EK
[]BOBKUSER
[] DAvES

[] oCook
[CloEp

[JJANETEST
[JJEAGLE
[JJEAGLEZ
[ LarRyT
[Lce
[JLce?

[ LCoipE

[] DERIDE [IMIKES
[JDEFUSER1 [ MPERRIN
[IDPEDERSON [ NCHANDAK,
[CTHEATH ] NRAMAKER

[ PavEL
[ PORYD
[ PR

[ PsaL

[ PsJDE
[JosECoFR
] GTMHHTF
[CRLG

[ RLGJDE
] ROBERTH
[ 5CIDE

'y 1

[]SCTEST
[]SHAR

[] SHCIDE
[]SHCSTD
[] SOUINLAN
[]SSPIELER
[]STEVES
[CJVIEWFOINT
[]*HECRED

[ ok

][ Cancel ]

8. Press OK on all remaining screens to finish.

Optional Support for Supplemental Groups

Perform these steps if you need to apply row-level security to supplemental groups.
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1. At acommand line issue this command to edit the jdedriver.cfg file:
EDTF '/rio/lib/jdedriver.cfqg'

2. In the file editor, use the first blank line available near the top of the file, or insert a new
blank line, and add the following statement:

JDEDriver.supplementalGroupSupport=TRUE
3. Press F3 to save and exit the file editor.

Viewpoint Administrator User Guide www.helpsystems.com page: 99



page: 100 www.helpsystems.com Viewpoint Administrator User Guide



Manage Viewpoint Jobs

Use this option to see the status of currently active Viewpoint jobs. Jobs can be cancelled and
job logs can be reviewed. Administrators can manage all jobs and users can manage their own

jobs.
Manage YiewPoint Jobs [_ O] ]
File Wiew Help
© ViewPoint joks for X006
User Job Narme Job User Job Nurmber CPU Time Auxl,-"OI
LARFYT QZRCERYS QUSER 117606 0:00:00.3 460
PATHIKS QZRCERYS QUSER 117622 0:00:00.6 1264
MIKES Q7ZRCSRYS QUSER 117633 0:00:16.6 6978
PATHIKS QZRCERYE QUSER 117640 0:00:01.8 19
KAREND QZRCERYS QUSER 1176497 0:00:12.3 4310
Eefresh Close
Options

User - The user name identifies the user id logged onto the Viewpoint session for this job.

Job Name - The name of the job as identified to the system.

Job User - The job user identifies the user who submits the job and the user profile under which

the job is run.
Job Number - The system-assigned job number.

CPU Time - The total processing unit time used by the job, expressed in seconds.

AUX 1/0O - The elapsed number of auxiliary storage |1/O operations. This is the number of storage

read and write operations the initial thread has made during the measurement time
interval. This includes both database and non-database paging.

‘Viewpoint jobs for xxxx’ - Select to see a list for your jobs only.

‘All Viewpoint Jobs’ - Administrators will have access to this option in order to see a list of all
Viewpoint jobs.

Refresh Button - Press Refresh to regenerate the list of jobs.

Close Button - Press the Close button to exit the Viewpoint Jobs screen.

Viewpoint Administrator User Guide
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Menu Options

File \ Close - Close the Viewpoint Jobs dialog and return to the main Administration Control

screen.

File \ Delete / End Job - End the selected job(s). You will be presented with an End Job

confirmation screen.

File \ Job Log - Display the job log for the selected Viewpoint user.

File \ Exit - Exit completely from the job display and close Administrator.

View \ Refresh F5 - Refresh the list of jobs.
Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

Viewpoint Joblog

This display shows the job messages for a given Viewpoint Job. Messages are color coded based
on the type of message. Menu options are available to print, copy and control the list.

Client request - run program SEQUELUAPTROUTER.

Client request - run program SEQUELUAFTROUTER.

Client request - run program SEQUELUAFTROUTER.
101357 . results from RTYRPTD  MIKESAJOINSR

Client request - run program SEQUELUAFPTROUTER.
101357 . results from VIEWDEF MIKESAJOING 070
Client request - run program SEQUELUAPTROUTER.

Client request - run command "CHEDE] B

Client request - run program “LIBL/AQUSROBJD.

Client request - run program SEQUELUAPTROUTER.

Client request - run command 'CHEKOEB B

Client request - run program SEQUELUAFPTROUTER.

Client request - run program SEQUELUAPTROUTER.
10:14:22 ... results from SCRIFTDEF MIKESAIOINSCRPT  ript
Client request - run program SEQUELUAFTROUTER.

Client request - run command "CHEDE] '

Ohbject MIKES in library *LIBL not found.

Client request - run program SEQUELUAFPTROUTER.

Ard 444 mmmealln fnmme T O OUOT b C T ORI O T

Befre-sl:1 |

‘@ Job Log = E3
File Edit Wiew Help

Job:  QZRCSRYS/QUSER/117633 User: MIKES

Client request - run program *LIBL/QIUSROBID. =
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Options
Job - Display of the job/job user/job number.
User - Display of the Viewpoint user associated with the job.

Job Message Display - List of messages for the job. Messages are color coded by message type.
Messages can be expanded and sorted using the menu options.

Refresh Button - Press Refresh to regenerate the job messages.
Close Button - Press the Close button to exit the Viewpoint Jobs screen.
Menu Options

File \ Close - Close the Viewpoint Job Log dialog and return to the main Administration Control
screen.

File \ Print Setup - Standard print setup dialog to change printer and page orientation.
File \ Print - Print the joblog to a local printer.

File \ Exit - Exit completely from the job log display and close Administrator.

Edit \ Copy all to Clipboard - Paste the job log contents to the windows clipboard.
View \ Ascend - Sort the messages from oldest to newest.

View \ Descend - Sort the messages from newest to oldest.

View \ Expand - Expand the messages to display second level text.

View \ Collapse - Close the second level messages.

Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.

Job Log Color Legend

Black General / informational messages
Blue Second level messages
Green Completion messages
Magenta Notification or diagnostic messages
Teal Request messages
Red Escape / error messages

End a Viewpoint Job

When the ‘End Job’ option is chosen from the Manage Viewpoint Jobs display, an End
Confirmation display is presented.

Choose whether to Cancel the end job request or End the Job (with or without creating a job
log).
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YiewPoint Job End Confirmation

Y'ou hawe chosen to end the job QZRCSRYS/QUSERM 17633, You may

end the job immediately with a job log orwithout.

End without Job Log End with Job Log
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Locate Current Jobs

This option displays a list of active Sequel users and the status of their jobs. This is handy before

an install of Sequel on the IBM i as Sequel or Viewpoint cannot be in use during an install.

A series or views and scripts are run to locate any and all Sequel/Viewpoint related jobs on the

system. Use this display to locate and end jobs if necessary.

- -

=% Active SEQUEL users M=
File Edit Wiew Options ‘Window Help
HER(BEH = 0B|d >
I ser Job Access
M ame Identifier Type
DAVES JEEE3E/QUSER/QZRCSAYS "iewpoint
DANVES 366641 /QUSER/ZRCSAYS Y iewpoint
DANVES JEEE4E/TIUSER/ZRCSAYS "iewpoint
KEME JEEE20/QUSER/QZRCSAYS "iewpoint
MIKE. 36631 /QUSER/QZRCSAYS "iewpoint
MIKES 3BE523/MIKES /QFADEYOOT4 Interactive
MIKES JEERB4/LUSER/ZRCSAYS "iewpoint
RICHG JEEE19/QIUSER/QZRCSRYS "iewpoint
SCOTTS 36E6403/5COTT5/0PADEYOOOH Interactive
SCOTTS 3JEEE3F/QIUSER/MZRCSAYS Y iewpoint
STEWVES JEEERZ/UUSER/ZRCSAYS "iewpoint
TERESAG | 3EE390/TERESAG/AIPADEWDDDT  |Interactive

[12 rowes retrieved, end of file. | Starting st Key 000000 4
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Query Options

Administrators can use this feature to maintain user copies of the QAQQINI Query Option File.
The Query Option File is used to control how queries are processed for a given user.

You can specify that a Query Option file be used by changing the Sequel Defaults for the user.

The default file in QUSRSYS can be specified or a copy that exists in any library.

The options for a chosen file are displayed in the main part of the screen. Options can be edited,
added, or deleted using the menu options.

Manage Query Options File M=l E3
File Edit Help
Cluery Options File (QAQQINIG library:

Narme: | Walue | Description

APPLY_REMOTE DEFAULT

ASYNC_JOB_USAGE DEFAULT

JOIN_IMPLEMENTATION *DEFAULT  *DEFAULT."NESTLOOP suppress Hashing *HASHLOOP for hast

MESSAGES_DEBUG “DEFAULT

OPTIMIZE_STATISTIC_LIMITATION *DEFAULT

PARALLEL_DEGREE DEFAULT

PARAMETER_MARKER_CONVERSION “DEFAULT

PRINT_TEMPLATES *DEFALLT

QUERY_TIME_LIMIT “DEFAULT

UDF_TIME_OUT *DEFAULT

« I N

Add... Close |
Options

Query Option File Library - Use the drop down list to choose the library that contains the
Query Option File.

Name - Name of one of the various options for this file. The different items available and the
values are explained in detail at the IBM Info Center.

Value - *DEFAULT or the value selected for this option.

Description - This is supplied when a value other than *DEFAULT is specified.
Add Button - Add an entry to the file.

Close Button - Press the Close button to exit the Option File screen.

Menu Options

File \ Close - Close the Options File dialog and return to the main Administration Control
screen.

File \ Exit - Close the Options File dialog and exit the Administration Control screen.
Edit \ Add - Add an entry to the file.

Edit \ Edit - Edit an existing entry.

Edit \ Delete - Delete an entry from the file.

Help \ Contents - Open the on line help.

Help \ About - Display Administrator version information.
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Query Options / Query Option Detail

Query Option Detalil

This screen is used to Edit (below), Add, or Delete an Option in the selected Query Option File.

The different parameters and their available values are explained at IBM Info Center.

Query Options File Parameter - Edit
Parameter. |/ON_IMPLEMENTATION E
Value: [“DEFALLT
Description: [*DEFAULT*NESTLOOP suppress Hashing, *HASHLOOP for hashing - still =

need ALWCPY=*YES to get hashing.
|
Cancel |

Add

When the add option is chosen, a blank screen is displayed. Choose a parameter from the drop
down display. Press the Add button to create a ne

o ry Opti File Parameter - Hew

;]OPE MN_CURSOR_CLOSE_COUNT

DEFAULT

|Specifies the number of cursors to full close when threshold is encountered.
JooVAL *DEFAULT—s equivalentto 0. Integer Yalue—the number of cursors
atare hard closed when the job has more cursors pseudo closed than is
Jspecified in the OPEN_CURSOR_THRESHOLD parameter. The wvalue for this
Aparameter is less than or equal to the number in
OPEM_CURSOR_THRESHOLD parameter. This value is ignored if
|OPEN_CURSOR_THRESHOLD is *DEFALILT. The valid values range from

Delete
When the delete option is chosen for an entry, this screen is presented. The parameter, value,

and description are filled in. Press the Delete button to remove this entry from the option file.
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Query Options / Query Option Detail

Options

Parameter - Name of the query option parameter.

Value - *DEFAULT or any other allowed value for the parameter.
Description - Description of the parameter and its values.

OK Button - On the edit screen, press to apply any changes.

Add Button - On the new screen, press to add an entry to the file.
Delete Button - On the delete screen, press to remove from the file.
Close Button - Press the Close button to exit the Option File screen.

Help Button - Press Help to access the on line help.
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Maintain Host Servers

The Sequel Host file describes connection information that allows Sequel / Viewpoint to connect
to remote databases. The Sequel Host List screen below allows for the management of the host
file.

Sequel supports connections to DRDA databases defined to the iSeries host (WRKRDBDIRE) and
also through Type-4 JDBC drivers.

Definitions will be entered for Platform servers (start with * ) and Database servers.

Platform Servers

These servers allow for the definition of 'connection level' parameters. This allows you to define
these items once and not duplicate them in the Database server definition.

Five platform servers (start with * ) are shipped with Administrator.

SEQUEL Host List =
File Help

Host File Mame; ISEQUELHD‘ST Library: ISEQLIELLI Member. SEQUELHOST

Server ~ Edit Host Server Entry

*DB2

“SERIES Servar I"SQLSEHVEH

*MYSEL

_TE!E‘_AELE Wsaplo I Password: I

50

JDBC2 Diriver: con.micrasoft jdbe. salserver. SOLS erverDriver

SERVERZ2DBZ
SERYERZ20RCL
SERVERZ230L

NT Connection:  |jdbe:microsaft: sqlzerver //192.168.1.162.1433 D atabaseM ame=N arthwi
ORACLE nd;5 electt ethod=cursor USER=ca;,PAS SWORD =
SAMPLE
Add
gk Apply Cancel

Database Servers

These definitions are specific to the database and/or host you wish to access for a given
platform. Information related to the server type, database name, location on the network, user id
and password is defined here. This information will be used in conjunction with, or may override
settings in the referenced Platform server.
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Maintain Host Servers / Database Servers

SEQUEL Host List
File Help

Hast File Mame: | SEQUELHOST Librare  |SEQUELL Member:  |SEQUELHOST
Server I ~ Edit Host Server Entry

Doz

ASERIES Server: IASCSEHVEH%QL Server Type: |"SOLSERVER -
HYSOL

"DF\AELE User ID IDBUSEH Password: |pwd

“SOLSERYER

ASCA03 Drriver:

ASC404

ASCAD4IDBCZ

ASCA06E

ASCSERVERZDEZ . -

ASCSERVERZORCL Connection:  |idbo:microsoft: salserver. /45 CS erver2: 1433 S electMethod=cursar
ASCSERVER250L i

MYSEL [\'\§

NT

ORACLE

SAMPLE e

ak Apply Cancel

Options

Host File Name, Library, Member - Informational display for the current Sequel Host file. Use
File=>New to create a different file or member. Use File=>Open to work with a different
host file.

Server List Window - List of previously defined Platform and Database servers.
Server - Enter the name for a new server definition.

Server Type - This item is only available when creating a new or editing an existing Database
server. Select one of the Platform servers from the drop down list.

User ID - Specify the remote user ID under which the request will execute.

If specified for a Database server, this value will override the value defined in the
referenced Platform Server.

Password - Specify the password for the user ID above.

If specified for a Database server, this value will override the value defined in the
referenced Platform Server.

Driver - Name of a Type-4 JDBC driver to access data for this platform. If left blank, then the
platform is assumed to be a DRDA platform and must be defined in the iSeries remote
database directory (WRKRDBDIRE).

If specified for a Database server, this value will override the value defined in the
referenced Platform Server.

Connection - Information passed to the 'connector' when attempting to link to a given server.
This string is connector specific and may include reference to driver type, platform
server, location on the network, database name, etc.

If specified for a Database server, this value will override the value defined in the
referenced Platform Server.

Add - Press to place new server definitions into the Server list.
OK - Close window and save changes.

Apply - Apply Changes but leave the list open.
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Cancel - Cancel any changes and close window.
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SQL Join Database

Manage the SQL Join File

Viewpoint includes an AutoJoin facility to automate the process of joining files. AutoJoin is a
user selectable option that draws on information stored in the SQLJOINDB file in the Sequel

library.

Use this option to maintain the SQLJOINDB file and create join options for use by Viewpoint's

Autojoin feature.

File Edit Help

+ Manage SQL Join File - H54: LnL

File1 | File2 | Jain String |

CUSTMAST  DATAMART  CNAME = CUSTOMER
CUSTMAST  INYMAST CUSND = CUSND
CUSTMAST  DROHEAD CUSND = CUSND
CUSTMAST  PHONELOG — CUSNO = CUSND
CUSTMAST  SALESHIST  CUSNO =CUSNOD
CUSTMAST  SALMAST SALMO = SALND
CUSTMASTA CUSTMASTY  CNAME = CHAME
CUSTMASTX CUSTMASTY CSTTE=CSTTE
CUSTMASTX CUSTMASTY  CUSNO = CUSND
CUSTMAST: ORDHEADKX  CUSNO = CUSNOD
CUSTMASTY ORDHEADY  CUSNO = CUSND
CUSTMASTZ ORDHEADZ  CUSNO =CUSNOD
DATAMART  CUSTMAST  CUSTOMER = CHAME
IMNWMAST CUSTMAST  CUSMO = CUSHNO
INWMAST ORDHEAD CUSND = CUSND
INVMAST ORDHEAD INVNO = INVNO
INWIAST PHOMELOG  CUSMO = CUSNOD
INVMAST SALESHIST  CUSMO =CUSNO
ORDERS PRODUCTS  PRDLYLO3 = PRDLYVLO3
ORDERS PRODUCTS  PRODUCTID = PRODUCTID

ARMHEAN  CHETMAST  CHSKO - CHSKN

Load from Yiew Add

»

m

Cloze

Join statements can be Added directly to the file (Add button) or scanned from existing view

(Load from View button).

Add a Join Statement

With this panel you enter a Join statement directly to the SQLJOINDB file. Specify file one and

two, and the corresponding fields from each file to use in the Join.

SQL Join Database - S|

Join Record
File 1:  CUSTMAST Field1;  CUSHO
File 2:  ORDHEAD Field 2 CUSMO

[ add | | Cancel | | Hep

Press the Add button to process the request.
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SQL Join Database / Load a Join Statement from a View

Load a Join Statement from a View

Use this option to select views to be scanned for their join statement. The files and join
statements are added to the SQLJOINDB file.

Specific views, names with wildcards(*), or all views for a selected (or all) library can be
selected.

iy

Librany:

CUSTLIST Mame, generic®, “ALL

SEQUELEX Mame, "aLL, "LIBL

[ Run ] [Ear‘u:el] [ Help ]

Press the Run button to process the request.
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Drill Down Options

The option file contains instructions that allow users to run views, programs, etc. from open view
results. These options are used in Drill Down Applications. Use this option to view and change

the instructions in the selected option file.

When chosen this option will present the Select Option File window below. Navigate to a library

and select a file and member.

& Select Option File and Member to open
Look infibrary:  [CISEQUELL - <
MHame | Type | Description
CPI4329 FF AUDIT:Armival sequence was uzed for file &1
CPI4324, FF AUDIT:Query aptirizer timad out far file &1
CPI432B FF AUDIT:Subselects processed as join query [gl
CPI432C FF AUDIT:All access paths were considered far fil
CPI432E FF ALDIT:Selection fields mapped to diff. attib.
CPI432F FF AUDIT:Access path suggestion for file &1
CPlaLL FF ALDIT:All optimizer message entries
LOG 337458 PF Audit Waork File
LOG 396573 PF Audit Waork File
OPTFILE FF Table of options and commands
PCFMT FF Target outfle format definitions [v]
< ] i | [ )]
OptionFile: ~ |DPTFILE
Member: |SEQUEL j % LCancel

Press Open to select the file.

The Drill Down Options screen below lists all Drill Down Application options defined in a given

option file.

Review the parameters on this display or right-click an option and select Edit Option to open in

the edit screen (below).

%Drillnnwn Options g@
Fie Help
[pto Pl
Desciiption | Command | 1d | Filter
Orders for 3 customer DISPLAY VIEW[SEQUELEX/DDORDHEAD) TEXT(Orders for  customer] ALWOPT[YE..  DD1
Customer summary by re...  DISPLAY VIEW(SEQUELEX/DDREGAN) TEXT{ Customer summany by regiar] oDz
Product Variance Within .. DISPLAY VIEW[SEQUELEX/DDPRONO1] TEXT [Product Variance within s Region] AL DD3
Customen summan by re.,. [ SO S SR R BHEEON] TERTT Customer summan: by reqion| Db
Edit Option %
Remove Option
Help Add Close

Use the Add button to create a new option. A blank Option File Data screen similar to the one
below is use to enter parameters for a new option.

The Option File Data display is used to create new options, or maintain existing options.
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Drill Down Options /

% Option File Data

=Jo/ed

ID ption File:

Drescription: ID rders for a customer

Comrand:

DISPLAY VIEW(SEQUELEX/DDORDHEAL)

ALWOPT (*YEZ) SETVAR((£&CUSNO ' £eCUSNO!) )

TEXT (' COrders for a customer')

Opticr 1D; IDD1 Type:  |VigwPoint

LI Filter: I
Ok I Eancell Help |
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Dynamic Drill Down List

The Dynamic Drill Down field list displays from Viewpoint by selecting the Regroup / Show
Detail option in a grouping view's result window, or when using Drill to Links in a Sequel Drill
Down Application. Administrator is used to maintain the file on the IBM i host containing a list of
available link fields.

The two main sections in the display below show a list of File Fields to choose from (left) and
selected Dynamic Drill Fields (right).

Dynamic Drill Down List
File Edit Help
— Dynamic Drill Field List
File: ICUSTMAST Browse... |
CLASS OTYPE
Libray:  [SEQUELEX CFREF PAYYR
CSTAT PRONO
- CSTTE PRODUCTID
Coad el CTYPE QUARTER
L CUSNO REGION
[ File Fields CUSTOMER REGON
CUSHD T CUSTYPE SALESREP
CNAME ;l CZIFC SALND
CADD1 DESCF STATE
CADDZ AddALL > | DFTWH STOREID
CADD3 HOUSE YEAR
CSTTE INVND
CZIPC ITEM
CPHON Remove < | ITEMCLASS
CTYPE ITTYPR
CRLIM MONTH
AMTDU ORDNO
OROPN DSTAT
HIGHE
oK Apply Cancel
Options

File and Library - Enter the library and name of a file to populate the File Fields list.(below)

Browse Button - Press to open the Select Files screen. Use the folder tree to navigate to a
desired file.
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Dynamic Drill Down List /

—
& Select Files

&

File Edit Help
Marne Description b
CACHARZMUM Char/Murmeric Corversion File £
CcusToory Customer Master with CHAR Cusno Fisld T
[ ECUSTMAST Customer Master
CICUSTMASTZ Step2 File for COLROW1 2R Report
CICwTDATE Gregorian-Julian Converzsion
CACVTDATELT Gregonian-lulian Conversion
CADATAMART I anagement Summary Level Information
CODATAMARTT
CDATAMARTZ
CIDATAMART3 [
T e i e e ——

Library: [SEQUELEX

[

File:  |CUSTMAST

[File Type: Physical
kaxirnum Fields: 27

kaximum Record Length: 183

Refrezh

Select

LCloge

Juil

Help

Highlight a file, and press the Select button.

Load Fields - Press to populate the File Fields List using the selected file.

File Fields - List of fields from the selected file. Select individually, use Shift-click to select
multiple contiguous fields, or Ctl-click to select multiple non-contiguous fields.

Add Button - Press to add selected fields to the Dynamic Drill Field List.

Add ALL Button - Press to add all fields from the selected file to the Dynamic Drill Fields List.

Remove Button - Remove selected fields from the Dynamic Drill Fields List.

Dynamic Drill Field List - List of fields that will be available Dynamic Regrouping view and Drill
Down Applications.

OK - Close window and save changes.

Apply - Apply Changes but leave the list open.

Cancel - Cancel any changes and close window.

page: 120

www.helpsystems.com

Viewpoint Administrator User Guide



SWI Function Authorization

Sequel Web Interface (SWI) provides users with browser access to Viewpoint queries, reports,
and other objects as well as the ability to create output with these objects and schedule jobs
using HelpSystems’ Automate Schedule (if configured).

This Administrator feature is used to limit access on a user-by-user basis to many of these
functions provided by SWI when connected through a configured Sequel Web Server (SWS in
Host mode, not Repository mode).

When selected the Function Authorization screen presents a list of SWI functions that can be
restricted. The two tabs present the process in two different views: By function, or by user.

Select by Function

The Select by Function tab shows functions and the users that are restricted from them. You
may see any of the following:

« Any function that has locks or exceptions applied to it appear blue and bold in the left
panel of the display.

o Users that are locked from a selected function appear red and bold in the right panel of
the display.

o Users that are tagged as an exception to a *LOCKALL condition appear green and bold.

Select any function to see the users that are restricted from the function.

5 SEQUEL Function Authorization -

File View Help

Lock user access to specific SEQUEL Web Interface Actions. In the left panel. items shown in BLUE
indicate a lock of sorme sart. In the right panel. RED shows a lock and GREEN shows a specific unlock
exception to a *LOCKALL selection.

Select by Function T Select by User 3
Functions User Profiles
E-Display Resuls ~  |MBOBK; [IDEPUSERT  [ILIMITED [1QCLUMGT
i Fun Scipt || |O-ocksll  [CIDEPUSER2  [IMATT I acLusTER
E-Save Resls []aMDREWC  [JDEPUSERZ  []MPERRIM [J acoLsry
¢ B Download [1BOEKUSER  []DPEDERSON [1MSTEGEMAM [ QDBSHR
FPhysical File [CleRsMDvYL  []HKATH I HATHEN [ apesHRDO
i E-IFS Document [CIBRENDYLZ [ JACKIED CIMCHAMDAK [ GDFTOWN
& F’lmlt:‘;:::is[j sbaseTable | | 1M pan C1JoE CIMRAMAKER  []GDIRSAY
T ErCaEE 1 DAVEG [CIkALYERSON [ PAVEL [1QDLFM
: Output Ques [ DavEsS [IKEITH I POPYD [Jaooc
B} Email Flosuts [1DCook CIKEN OrRal CIaDsNx
e Email Burst [ DEP CIxesEcoFR CPsal [l
- Edit Atians [C1DEP_DELETE []L&RRYT [1GANZAGENT  [] QEJBSVR
T Move S [ []5:7] Oicc [JasuTPROF  [JOFNC
Copy [IDEPUSER  [JLCOX [1GBRMS [ aGATE
| Delete - L re— p— +

Function: | Save Results/Physical File

Close
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Lock by Function

1. Open the Select by Function tab.

2. Select a function from the list of available functions in the left panel. If you select a main
node, like Print Results, all print features will be locked for the selected user.

3. Check individual users to restrict them from the selected function or node.
They will move to the beginning of the list and their font will change to red and bold.

or

Check the special value *LOCKALL to restrict all users from the selected function.

With *LOCKALL selected, check individual users to add them as an exception to the
*LOCKALL condition. *LOCKALL will appear red and bold, and selected users
(exceptions) will appear green and bold.
4. Toremove alock, or an exception to a *LOCKALL condition, select the function to see
which users are selected and uncheck the user.

Select by User

The Select by User tab shows users and the functions they are restricted from.You may see any

of the following:

« Any user that has locks or exceptions applied appear blue and bold in the left panel of the

display.

« Functions that are locked from a selected user appear red and bold in the right panel of

the display.

« Functions that are tagged as an exception to a *LOCKALL condition appear green and

bold.

Select any user to see the functions from which they are restricted.

File View Help

53 SEQUEL Function Authorization -

Lock user access to specific SEQUEL Web Interface Actions. In the left panel. iterns shown in BLUE
indicate alock of some sart. In the right panel, RED shows a lock and GREEN shows a specific unlock
exceptionto s *LOCKALL selection

Select by Function Select by User ]
User Profiles Functions
ALOCKALL DFEDERSON  MRAMAKER [DSNX - [] Display Fiesults
ANDREWE HEATH PAVEL QEJB &[] Save Results
BOEK JACKIED POPYTH QEJBSVR ! &[] Download
ROBKLISER IDE PRA) GFNC Physical File
BRAMDITL KALVERSON PSAIL QGATE
BRANDYL2 KEITH QANZAGENT  QIBMHELP [J1F Document
D&M KEN QAUTPROF QPP i [] Remote Database Table
DAVEG KGSECOFR GBRMS GLRAUTO - [] Print Flesuls
D&VES LARRYT QCLUMET QLPIMSTALL #-[] Email Fiesults
DOANK, Lco ACLUSTER ALWISVR &[] Edit Actions
DEF LCOx QOOLSRY AMGTC # [ Schedule
DEF DELETE  LIMITED ODBSHR OMSF
DEPZ MATT [DBSHADD ONETSPLF
DEPUSER MPERRIN QDFTOWMN AMFSANON
DEPUSERT MSTEGEMAN  QDIRSAY ONTP
DEPLISER? HATHAN QOLFM QPEX
DEPUSERZ WEHANDAK, aooc QPGMR
<] [

User |[BOBK

Close
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SWI Function Authorization / Lock by User

Lock by User

1. Open the Select by User tab.

2. Check individual users from the list of available users in the left panel to restrict them
from the selected function.
or
Check the special value *LOCKALL to restrict all users from the selected function.
You can also check individual users to add them as an exception to the *LOCKALL
condition. *LOCKALL will appear red and bold, and selected users (exceptions) will appear
green and bold.

Select a function from the list of available functions in the right panel.

4. Toremove alock, or an exception to a *LOCKALL condition, select the user to see which
functions are locked and uncheck the function.

w
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